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About this document

Version

1.8.0

Scope and purpose

AIROC™ Wi-Fi/Bluetooth® ! STM32 Expansion Pack from Infineon is an extension of the CMSIS-Pack standard
established by Arm. The pack is compliant with the full CMSIS-Pack standard, with additional
requirements/restrictions on the final pack to meet the STM standard. This pack uses libraries from the
ModusToolbox™ environment. For more details, refer to https://www.infineon.com/cms/en/design-
support/tools/sdk/modustoolbox-software. You can select and configure the pack in the STM32CubeMX tool,
make choices appropriate for your design, such as which CYW43xxx/CYW55xxx device to use, and then generate
a project from your selection.

Document conventions

Convention Explanation

Bold Emphasizes heading levels, column headings, menus and sub-menus
Italics Denotes file names and paths.

Denotes APIs, functions, interrupt handlers, events, data types, error handlers, file/folder names,

Courier New . . C .
directories, command line inputs, code snippets

File > New Indicates that a cascading sub-menu opens when you select a menu item

Abbreviations and definitions
The following define the abbreviations and terms used in this document:

e BSP-Board Support Package

e PAL - Platform Adaptation Layer
e WCM - Wi-Fi Connection Manager
e WHD - Wi-Fi Host Driver

1 Bluetooth®is a registered trademark owned by Bluetooth SIG Inc.
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Expansion pack contents

1 Expansion pack contents

The following table shows the components and their versions included with the expansion pack:

Component name Version Details
The RTOS abstraction layer provides simple RTOS services like threads,
abstraction-rtos 1.8.0 semaphores, mutexes, queues, and timers. It is not intended to be a full features
= e RTOS interface, but they provide just enough support to allow for RTOS
independent drivers and middleware.
AIROC™ Bluetooth® host stack solution includes Bluetooth® stack library,
btstack-integration |6.2.1 Bluetooth® controller firmware and platform/OS porting layer. This component is
compatible with Theadx as well.
BTSTACK is Infineon's Bluetooth® Host Protocol Stack implementation. The stack is
btstack 4.1.4 optimized to work with Infineon Bluetooth® controllers. The BTSTACK supports
Bluetooth® BR/EDR and Bluetooth® LE core protocols.
command-console 6.0.0 This library provides a framework to add command console to your application and
o support Wi-Fi, iPerf, Bluetooth® Low Energy commands.
The connectivity utilities library is a collection of general-purpose middleware
. it 440 utilities such as: JSON parser, Linked list, String utilities, Network helpers, Logging
connectlvity-utilities | 4.4. functions, and Middleware Error codes.
Several connectivity middleware libraries will depend on this library.
The Core Library provides basic types and utilities that can be used between
core-lib 131 different devices. This allows different libraries to share common items between
themselves to avoid reimplementation and promote consistency.
. Selects appropriate CYW43xxx/CYW55xxx firmware and drivers for selected
device 1.8.0 L .
connectivity device.
lwIP is a small independent implementation of the TCP/IP protocol suite.
lwiP 212 The focus of the lwIP TCP/IP implementation is to reduce the RAM usage while still
o having a full-scale TCP. This making lwIP suitable for use in embedded systems
with tens of kilobytes of free RAM and room for around 40 kilobytes of code ROM.
pal 1.8.0 Infineon-STM32 Platform Adaptation Layer (PAL).
The Wi-Fi host driver (WHD) is an independent, embedded driver that provides a set
i . of APIs to interact with Infineon WLAN chips. The WHD is an independent firmware
wifi-host-driver 4.1.0 . . .
product that is easily portable to any embedded software environment. Therefore,
the WHD includes hooks for RTOS and TCP/IP network abstraction layers.
The Wi-Fi Connection Manager (WCM) is a library which helps application
wem 3.6.0 developers to manage Wi-Fi Connectivity. The library provides a set of APIs that can
- e be used to establish and monitor Wi-Fi connections on Infineon platforms that
support Wi-Fi connectivity.
The WHD library provides some convenience functions for connecting to a Board
whd-bsp- Support Package (BSP) that includes a WLAN chip. This library initializes the
. . 2.3.0 hardware and passes a reference to the communication interface on the board into
integration .
WHD. It also sets up the LwIP based network buffers to be used for sending packets
back and forth.
netxduo-network- This library is an integration layer that links the NetXDuo network stack with the
interface- 1.3.0 underlying WHD. This library interacts with ThreadX, NetXDuo TCP/IP stack, and
integration WHD. It contains the associated code to bind these components together.
. This library is an integration layer that links the lwIP network stack with the
lwip-network- . . L . .
interface. 131 underlying WHD and Ethernet driver. This library interacts with FreeRTOS, lwIP
7inte ration e TCP/IP stack, WHD, and Ethernet driver. It contains the associated code to bind
fniegration these components together.
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Component name Version Details
\Wip-freertos This library contains the FreeRTOS dependencies needed by the Lightweight open-
p- - .
integration 1.0.0 source TCP/IP stack, version: 2.1.2 to execute. See the
{ntegration https://savannah.nongnu.org/projects/lwip/ web site for details.
The WLAN Manufacturing Test Middleware application is used to validate the WLAN
firmware and radio performance of the Wi-Fi device. The mfg-test middleware repo
. can accept the serial input byte stream from the Mfg Test application and
wifi-mfg-test 330 transform the contained commands into IOVAR/IOCTL messages to the WLAN
firmware. It can get the response from the WLAN firmware (if expected) and
transport it back to the 'wl tool' running on the host.
The secure sockets library provides APIs to create software that can send and/or
receive data over the network using sockets. This library supports both secure and
secure-sockets 3.0.0 non-secure sockets, and abstracts the complexity involved in directly using
network stack and security stack APIs. This library supports both IPv4 and IPv6
addressing modes for UDP and TCP sockets.
stm32 mw freertos | 10.4.6 The stm32_mw_freertos MCU component repository is common to all STM32Cube
o MCU embedded software packages, providing the FreeRTOS Middleware part.
The WPA3 External Supplicant supports WPA3 SAE authentication using HnP
(Hunting and Pecking Method) using
wpa3-external- .
- 1.1.0 RFC https://datatracker.ietf.org/doc/html/rfc7664 and H2E ( Hash to Element
supplicant . . -
Method) using RFC https://datatracker.ietf.org/doc/html/draft-irtf-cfrg-hash-to-
curve-10 and following 802.11 spec 2016.
This library uses the AWS loT device SDK MQTT client library and implements the
mqtt 4.3.0 . . . . -
glue layer that is required to work with Infineon connectivity platforms.
This library is a port layer implementation for the Infineon MQTT and HTTP Client
. . libraries to work with the AWS-loT-Device-SDK-Embedded-C library on Infineon
aws-iot-device-sdk- .. .
ort 2.4.0 connectivity-enabled MCU platforms. These library APIs are not expected to be
port called by the application directly. See the MQTT and HTTP Client library
documentation for more details.
The AWS loT Device SDK for Embedded C (C-SDK) is a collection of C source files
. . under the MIT open source license that can be used in embedded applications to
aws-iot-device-sdk- . . .
embedded-C 202103 securely connect IoT devices to the AWS IoT Core. It contains MQTT client, HTTP
- client, JSON Parser, AWS |oT Device Shadow, AWS loT Jobs, and AWS loT Device
Defender libraries.
1.1 Infineon-STM32 Platform Adaptation Layer (PAL)

The Infineon-STM32 PAL is based on the STM32 Driver MCU Component HAL, and it offers the minimum set of
(required) APlIs for Infineon-STM32 PAL. The supported HAL versions are:

STM32Cube HAL package STM32Cube MCU verified package version

STM32H7 Series 1.121

STM32L5 Series 1.5.1

STM32U5 Series 1.8.0

STM32H5 Series 1.5.1

STM32N6 Series 1.2.0
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The PAL integrates the STM32 HAL APIs underneath the Infineon HAL APIs expected by the Infineon
Connectivity Libraries. The following figure shows the architectural intent of the Infineon-STM32 PAL:

Application

Y

BT/BLE

\libraries\bt}...
Y
N S,
@ | WiFi/BT |
) | HW Init \pal\targets\TARGET_STM32\Inc\*ex.h
|
\palihaliinclude l— — — - — — — \pal\targets\TARGET_STM32\Src\"ex.c
P —
| Infineon- | _

f
Lo |-t

l _S;I'hi?.z P_At _I \pal\targets\TARGET_STM32\Inc
£ \pal\targets\TARGET_STM32\Src

HALDIV |\ Drivers\STM32H7xx_HAL_Driver\Src\*_hal_*.c

.. \Drivers\STM32HT7xx_HAL_Driver\Inc\*_hal_*.h

Software /
Y Firmware
STM32
LL Drv i i "
...\Drivers\STM32H7xx_HAL_Driver\Src\*_ll_*.c | Infineon PAL !

L A\Drivers\STM32HT7xx_HAL_Driver\Inc\*_ll_*.h 1 SW/FW :
API
Definition

We created the Infineon-STM32-PAL to meet the following guidelines:

e Developers will continue to use STM32CubeMX and/or STM32 HAL APIs to configure STM32 MCU hardware.

e Developers will communicate to the PAL what STM32 hardware that they have selected and configured for
communicating with a CYW43xxx/CYW55xxx via an initialization API.

e Infineon-STM32 PAL adapts only the minimum set of Infineon HAL APIs to STM32 HAL in order to
communicate and control Infineon's CYW43xxx/CYW55xxx connectivity device(s).

e TheInfineon PAL layer behaves like the Infineon HAL as much as possible to minimize impact to the
Infineon libraries. The Infineon PAL adapts the following STM32 HAL Drivers:

e GPIO
o LPTimer
e SDIO
e SPI
e TRNG
e UART
1.2 Supported STM32 MCUs

e  STM32HT7xx
e STM32L5xx
e STM32U5xx
e STM32H5xx

User guide 6 002-32903 Rev. *H
2025-11-11



AIROC™ Wi-Fi/Bluetooth® STM32 Expansion pack user guide

Expansion pack contents

o STM32N6xx

1.3 Supported STM32 boards

e STM32H747I-DISCO Discovery kit
e STM32L562E-DK
e STM32US5T75I-EV
e NUCLEO-H563ZI
e STM32N6570-DK

1.4 Supported connectivity modules
Infineon’s AIROC™ CYW43xxx/CYW55xxx Wi-Fi-Bluetooth® combo chip family:

e (CYW43012
o (CYW43022
o (CYW43439
e CYW4373/CYW4373/E
e CYW55500
e CYW55572

1.5 Compatible software

e STM32 CubeMX6.15.0
e STM32 CubelDE 1.19.0

e STM32 CubeProgrammer 2.20.0 (mandatory to generate trusted binary for STM32N6)

e |AREWARM9.30.1
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2

Download/install/import expansion pack

2.1 Downloading the pack

Download the expansion pack from GitHub:

https://github.com/Infineon/AIROC-Wi-Fi-Bluetooth-STM32/releases/tag/release-v1.8.0

For the AIROC™ CYW5553x device, please contact the FAE to download the latest release.

2.2 Installing/importing the pack

2.2.1

Add from local file

Perform these steps to add the expansion pack to the STM32 development environment:

1. Runthe STM32CubeMX tool.
2. Navigate to Home > Manage software installations and select Install/Remove.
STM32CubeMX Untitled - u] ®
File Window Help @ n oYy }q "I
Existing Projects New Project Manage software installations
(o] Existing Project ~ .
pen Existing Projects ﬁ | need to - Check for STM32CubeMX and e
Start My project from MCU
ACCESS TO MCU SELECTCR Install or remove embedded softw
_ (st o |
Start My project from ST Board
ACCESS TO BOARD SELECTOR
e o
Start My project from Example projects with Azure RTOS
software expansion
ACCESS TO EXAMPLE SELECTOR 4 »
L
&5 About STM32 P External Tools
User guide 8
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3. Select From Local..., navigate to the downloaded pack file, and select Open.

5. The tool shows an Infineon tab with the installed Expansion Pack displayed. Click Close.

Bl Embedded Software Packages Ma

E STM32Cube MCU Packages and embedded software packs releases

Releases Information was last refreshed less than one hour ago.

U &7

[ TR [ select a STM32Cube Package File bl | Available Version

¥ Look In ‘ output V‘ = ¢ B8 B8 &=

Infineon AIROC-Wi-Fi-Bluetooth-STM32
] 1 Infineon AIROC-Wi-Fi-Bluetooth-STM32.1.8.0pack | fth 180
Infineon. AIROC-Wi-Fi-Bluetooth-STM32.1.8.0-install. pack

| fth 171
Details
[TheInfineon AIROCW  File Name  [nfineon AROC-Wi-Fi-Bluetaoth-STM32.1.8 0 pack | fished by Arm. The pack

is compliant with the fi
ican select and configy

device to use, and the
=n

| the STM standard. You

Files of Types |STM32Cube Packages File (*.zip, *.pack) | lwhich CYW43xox

Accept the license agreement and select Finish.

[ Licensing Agreement X

Infineon AIROC-Wi-Fi-Bluetooth-STM32 1.8.0 License Agreement

Please read and accept the following agreement carefully to finish the installation:

CYPRESS (AN INFINEON COMPANY) END USER LICENSE AGREEMENT

PLEASE READ THIS END USER LICENSE AGREEMENT ("Agreement") CAREFULLY BEFORE DOW
INSTALLING, COPYING, OR USING THIS SOFTWARE AND ACCOMPANYING DOCUMENTATICN. B
INSTALLING, COPYING OR USING THE SOFTWARE, YOU ARE AGREEING TC BE BOUND BY THI
IF ¥YOU DO NCOT AGREE TC ALL OF THE TERMS OF THIS AGREEMENT, PRCMEPTLY RETURN AND
SCFTWARE. IF YOU HAVE PURCHASED THIS LICENSE TC THE SCOFTWARE, YCOUR RIGHT TO R
SCOFTWARE EXPIRES 20 DAYS AFTER YOUR PURCHASE AND APPLIES CONLY TC THE CORIGINAL

1. Definitions.

® | have read, and | agree to the terms of this license agreement |

O I do not accept the terms of this license agreement

R
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[ Embedded Software Packages Manager x
| $TM32Cube MCU Packages and embedded software packs releases
4 Releases Information was last refreshed less than one hour ago.

&7 ST troni [ECT

S t Avr ( E_
tion Available Version
¥ AIROC-Wi-Fi-Bluetooth-5TM32
[ | The Infineon AIROC-Wi-Fi-Bluetooth-STM32 Expansion Pack is an extension of th 1.8.0
[ | The Infineon AIROC-Wi-Fi-Bluetooth-STM32 Expansion Pack is an extension of th 1.71
Details

The Infineon AIROC-Wi-Fi-Bluetooth-STM32 Expansion Pack is an extension of the CMSIS-Pack standard established by Arm. The pack
is compliant with the full CMSIS-Pack standard, with additional requirements/restrictions on the final pack to meet the STM standard. You
can select and configure the pack in the STM32CubeMX tool, make choices appropriate for your design, such as which CYW4 3o

device to use, and then generate a project from your selection.

2.2.2 Add the Pack from URL

1. Runthe STM32CubeMX tool.

2. Navigate to Home > Manage software installations and select Install/Remove.

O X

File Window Help @ li o y k "’

[ STM32CubeMX Untitled

Existing Projects New Project Manage software installations

Check for STM32CubeMX and e_..

| need to :
CHECK FOR UPDATES

Start My project from MCU

o

Open Existing Projects

Install or remove embedded softw...

INSTALL / REMOVE

AGCESS TO MCU SELECTCOR

Start My project from ST Board

ACCESS TO BOARD SELECTOR

[T rewmses @
Start My project from Example projects with Aznwre RTOS
software expansion
ACCESS TO EXAMPLE SELECTOR 4 ® . . »

&5 About STM32 ¥ Extemal Tools

3. Select From URL...

4. Select New (URL).
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Download/install/import expansion pack

5. Input the GitHub URL to PDSC-file:

https://github.com/Infineon/AIROC-Wi-Fi-Bluetooth-STM32/releases/download/packs/Infineon.AIROC-Wi-
Fi-Bluetooth-STM32.pdsc

6. Click Check and OK if check is successful.

[ Embedded Software Packages Manager X
H STM32Cube MCU Packages and embedded software packs releases
Release [0 User Defined Packs Manager X
&7 STM32Cube MC )
- Descripti ﬁ Manage Urls for user defined embedded software packs lable Version

> smsro IR A new U * I
To add packs, please enter url to either one of the following:
> STM32F1 - Avalid pdsc { BEx: http:/fwww vendor com/pack/\Vendor PackMame pdsc
- Avalid pack index [ Ex: http://www.vendor.com/pack/Vendor.pidx)
[ https:."."g'ﬂluh.comﬂnﬁneon.’NRO(‘fV\ﬁﬁ-Bluetmﬂl-ﬂ'Mﬂheleasesd] @
»> STM32F2
| CTAAIACD B
Details

From Local ... From Url .. Install Now Remave Now

7. Select the just added URL and confirm with OK button.

m User Defined Packs Manager X

H Manage Urls for user defined embedded software packs

[ | Vendor |  Name | URL

‘ Infinaan AIROC-Wi-Fi-Bluet... https://github.com/Infineon/AIROC-Wi-Fi-Blustooth-STM3.

[ Check Firmware & Software x

Check Pack Releases for X-CUBE-GNSS1

I

Check index file cubemx_pidx

R -

8. Inthe Software Package Manager select the pack and click Install Now to start online installation.
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[ Embedded Software Packages Manager X

i ! S$TM32Cube MCU Packages and embedded software packs releases

Releases Information was last refreshed less than one hour ago.

&7 ST ife Avr [ECT

tion

¥ AIROC-Wi-Fi-Bluetooth-STM32

[E The Infineon AIROC-Wi-Fi-Bluetooth-STM32 Expansion Pack is an extension of th 180
[ ] The Infineon AIROC-Wi-Fi-Bluetooth-STM32 Expansion Pack is an extension of th 171
Detalls

IThe Infineon AIROC-Wi-Fi-Bluetooth-STM32 Expansion Pack is an extension of the CMSIS-Pack standard established by Arm. The pack
is compliant with the full CMSIS-Pack standard, with additional requirements/restrictions on the final pack to meet the STM standard. You
can select and configure the pack in the STM32CubeMX tool, make choices appropriate for your design, such as which CYW4 3
device to use, and then generate a project from your selection.
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3 Hardware setup
3.1 Using STM32H747 DISCO kit

STM32H747 Disco Kit setup requires three discrete boards to create a setup where an STM32H747 hosts
Infineon's CYW43xxx/CYW55xxx connectivity device. The three boards and links are:

e STM32H747 Discovery (DISCO) Kit: The STM32H7471-DISCO Discovery kit is a complete demonstration and
development platform for STMicroelectronics STM32H747XIH6 microcontroller, designed to simplify user
application development.

e muRata uSD-M2 Adapter Kit (rev B1): muRata’s uSD-M.2 Adapter Kit with Embedded Artists’ Wi-
Fi/Bluetooth® M.2 Modules enable users with a simple plug-in solution. The Embedded Artists’ Wi-
Fi/Bluetooth® M.2 Modules are based on Murata modules using Infineon's Wi-Fi/Bluetooth® chipsets.

Current Wi-Fi/Bluetooth® EVB support include
e Murata Type 1DX M.2 (CYW4343W)

e Type 1MW (CYW43455)

e Type 1LV M.2 (CYW43012)

e Embedded Artists 1LV M.2 Module: Embedded Artists Type 1LV M.2 EVB is designed to work with the Murata
uSD-M.2 Adapter.

S$TM32H747Discovery (DISCO) Kit

BT
=

Jinn
1- N

B
e
x5 8
o
|
o
is
ey
=3
==
e

L CE ik
2 M= [sTMIZH7471-DISC1)
S : LI e

ok g .

muRata uSD-M2
Adapter Kit

Type 1LV
Module
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3.1.1 Set up type 1LV M.2 module
Model Embedded Artists 1LV M.2 Module

e 802.11 a/b/g/n/ac-friendly™ and Bluetooth/LE 5.0
Features e SDIO 3.0 interface, SDR40@80MHz
e Chipset: Infineon CYW43012

Datasheet 1LV M.2

3.1.1.1 Board preparations

(infineon

The 1LV module operates at 1.8 V VIO only (chipset limitation). The following preparation on STM32H747 DISCO

Kit and muRata uSD-M2 Adapter are required:
9. Modify STM32H747 Disco Kit to operate on 1.8 V.

Remove the jumper JP3 and connect the VDD_MCU pin of JP3 with "flying-wire" to the Vout of U8 linear

voltage regulator (which is effectively a 1.8 V source).

+3v3 U
3V 3 VDD MCU

Remove jumper JP3 !

VDD_MCU pin of JP3 have to be
connected with “flying-wire” to the
Vout of U8

RO S e U g - S

'
us ' IV8
13v3 LDII7SISTR +IVE

3 2 ] 5 Gl ¢

t Vin Vout
e
*tca2

Note: Switching STM32H747 Disco Kit to operate on 1.8V affects the functionality of external flash

(MT25QL512ABBSESF).
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10. Connect SDMMC pull-up resistors to VDD_MCU (1.8V) on STM32H747 DISCO Kit.

SDMMC pull-up resistors R115-R119 must be unsoldered from the 3.3 V point and soldered vertically. The
tops of these resistors have to be soldered to "flying-wire" and connected to JP3 at the side of VDD_MCU.

3

MICRO SD T -

P = JP3 (VDD_MCU
(TF) Card fmls fknx f‘“ fmm %71/ - : - )
4TK $4TK $4TH $47K :
|

/

/

Connect SDMMC pull-up resistors to
VDD_MCU (1.8V).

11. Modify muRata uSD-M2 Adapter to operate on 1.8V.

To switch muRata uSD-M2 Adapter to 1.8V the following jumpers have to be configured:
e Jlto pos2-3to powered USD_3V3 from uSD VCC

e J12topos1-2(M210 Voltage for 1.8V VDDIO)

e J13to pos2-3 (Host IO Voltage for 1.8V)

J12 (pos 1-2)

\8EeaIzINE- 1w 55 af # ¥
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3.1.1.2 Wire connections

CN2
ST-LINK USB
(botton side)

S

0 SR [RoHS| CN12 uSD
= B Lo (bottom side)

V812480
A
drad

* J3

1 uSD connector provides Power
(VBAT, GND) and WLAN-SDIO

J9 .
BT UART TX/RX and
WLAN/BT Control Signals 2l J8
1 (8 pin header)» | BT UART RTS/CTS
Signals (6 pin header) |
STM32H747 Disco Kit muRata
Connection Operation uSD-M2 | Note
Connector STM32 GPIO Adapter
VBAT (3.3V) vCe o
CN12 J3 VBAT, GND connected via microSD connector
GND GND
WL_REG_ON_HOST Wi-Fi P3.7 (PMOD#11) | PCé6 Jo.3 Enables/Disables WLAN core: Active High
WL_HOST_WAKE_HOST | Wi-Fi P3.8 (PMOD#12) | PJ13 J9.5 WLAN Host Wake: Active Low (OOB IRQ)
PC8, PC9, uSD connector pin provides Power (VBAT,
SDIO Wi-Fi CN12 PC10,PC11, |J3 GND) and WLAN-SDIO (DATAL, DATA2, DATAS3,
PC12, PD2 Clock and Command)
UART RX Bluetooth | P3.1 (PMOD#1) PA11 Jo.1
UART TX Bluetooth | P3.4 (PMOD#4) PA12 J9.2 UART
UART CTS Bluetooth | P2.8 (STmod+) PB15 J8.3
UART RTS Bluetooth | P2.9 (STmod+) PB14 J8.4
BT_REG_ON Bluetooth | P2.10 (STmod+) | PD13 J9.4 Enables/Disables Bluetooth® core: Active High
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3.1.2 Set up type 1DX M.2 module
Model Embedded Artists 1DX M.2 Module

e 802.11 b/g/n and Bluetooth/LE 4.2
Features e SDIO 2.0 interface, SDR25@50MHz
e Chipset: Infineon CYW4343W

Datasheet 1DX M.2

3.1.2.1 Board preparations

This module does not require the host to provide 1.8 V on the SDIO/UART GPIO. It can operate on 3.3V/1.8V. This
makes board preparation simpler. Please see the following sections

1. Modify muRata uSD-M2 Adapter to operate on 3.3V.

To switch muRata uSD-M2 Adapter to 3.3V the following jumpers have to be configured:
e Jltopos2-3topowered USD_3V3 from uSD VCC

e J12to pos2-3(M210 Voltage for 3.3V VDDIO)

e J13to pos 1-2 (Host IO Voltage for 3.3V VDDIO)

)
= i

i ‘ WU. b ﬁ% % J12 (pos 2-3)
3.1.2.2 Wire connections

The Type 1DXM module uses the same wire connections as Type 1LV modules. Refer to the Wire connections
section for Type 1LV Modules.
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3.2 Using STM32L562E-DK
3.2.1 Set Up M.2 Module + CYW9M2ADUSD Adapter Kit for Wi-Fi and

Bluetooth® Connectivity

STM32L562E DK Kit setup for Bluetooth® connectivity requires three discrete boards to create a setup where an
STM32L562E hosts Infineon's CYW43xxx/CYW55xxx connectivity device. The three boards and links are:

e STM321562E-DK Discovery kit is a complete demonstration and development platform for Arm® Cortex®-
M33 with Arm® TrustZone® and ARMv8-M mainline security extension core-based STM32L562QEI6QU
microcontroller, with 512 Kbytes of Flash memory and 256 Kbytes of SRAM.

o CYW9M2ADUSD Adapter Kit_: adapter which allows you to connect M.2-based CYW43x connectivity modules
into SD-card slot of a various DVKs and EVKs. Please contact sales for order questions.

e Embedded Artists 1LV M.2 Module: Embedded Artists Type 1LV M.2 EVB is designed to work with the Murata
uSD-M.2 Adapter.

STM32L562E-DK

CYW9M2ADUSD uSD-M2
Adapter

Type 1LV
Module

3.2.1.1 Board preparation
CYW9M2ADUSD Adapter requires to configure the following jumpers:

e J6andJ8to pos2-3 (use 3.3V from VDD_SDIO)
o J33touse 1.8V level shifters for UART
e SWI1 - switches 1 and 2 in OFF position

J33 (pos 1-2, 4.5, 7-8, 10-11)

SW1 ( Switches 1 and 2 OFF)

J8 (pos 2-3) J6 (pos 2-3)
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3.2.1.2

CN17
ST-LINK USB

A3 IR 9909
$330.59 9990

Wire connections

STM32L562E-DK

CN12

J14
BT UART TX/RX,
RTS/CTS Signals

uSD connector provides Power
(VBAT, GND) and WLAN-SDIO

J34
WL_HOST_WAKE_HOST
Signal

7

v

ZNEMA
#£106:009 ]|

. .| STM32L562E-DK CYW9M2ADUSD
Connection Operation Adapter Note
Connector | STM32 GPIO P
VBAT (3.3V) VCC i i
CN1 P2 (uSD Connection) VBAT, GND connected via microSD
GND GND connector
WL_REG_ON_HOST Wi-Fi CN4.7 PF5 J35.1 Enables/Disables WLAN core: Active High
WL_HOST_WAKE_HOST Wi-Fi CN4.1 PB13 J34.1 WLAN Host Wake: Active Low (OOB IRQ)
PC8, PC9, uSD connector pins: provides Power (VBAT,
SDIO Wi-Fi CN1 PC10, PC11, P2 (uSD Connection) GND) and WLAN-SDIO (DATAO, DATAL,
PC12, PD2 DATA2, DATA3, Clock and Command)
. ® o
BT _REG_ON Bluetooth CN12.5 PE4 1352 II:r;garllales/Dlsables Bluetooth® core: Active
UART RX Bluetooth CN19.6 PC5 J14.2 (TX)
UART TX Bluetooth CN12.1 PB10 J14.1 (RX)
UART (USART3)
UART CTS Bluetooth CN12.3 PD11 J14.4 (RTS)
UART RTS Bluetooth CN12.4 PD12 J14.3 (CTS)
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3.3 Using STM32U575I-EV Evaluation board

The STM32U575I-EV Evaluation board setup requires three discrete boards to enable the STM32U575 board to
host Infineon's CYW43xxx/CYW55xxx connectivity device. The three boards and links are:

e STM32U575I-EV Evaluation board: This board is a complete demonstration and development platform for
STMicroelectronics STM32U575AI116Q microcontroller, designed to simplify user application development.

e muRata uSD-M2 Adapter Kit (rev B1): muRata’s uSD-M.2 Adapter Kit with Embedded Artists’ Wi-
Fi/Bluetooth® M.2 Modules enable users with a simple plug-in solution. The Embedded Artists’ Wi-
Fi/Bluetooth® M.2 Modules are based on Murata modules using Infineon's Wi-Fi/Bluetooth® chipsets.

Current Wi-Fi/Bluetooth® EVB support include:
e Murata Type 1DX M.2 (CYW4343W)

o Type IMW (CYW43455)

e Type 1LV M.2 (CYW43012)

e Embedded Artists 1LV M.2 Module: Embedded Artists Type 1LV M.2 EVB is designed to work with the Murata
uSD-M.2 Adapter.

STM32U575I-EV Evaluation board

muRata uSD-M2
Adapter Kit

Type 1LV
Module
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3.3.1 Set up type 1LV M.2 module

3.3.1.1 Board preparations

The 1LV module operates at 1.8 V VIO only (chipset limitation). The following preparation on STM32U575I-
EV Evaluation board and muRata uSD-M2 Adapter are required:

1. Modify the STM32U575I-EV Evaluation board to operate on 1.8 V.
By default, the STM32U575I-EV Evaluation board is configured with VDD_MCU at 3.3 V. To switch the board

to 1.8V:

- Use a potentiometer RV3 to adjust VDD_ADJ to 1.8V. You can use TP29 as test point for the Voltmeter
connection.

- Configure JP23 to pos 2-3. It switches VDD/VDD_MCU to VDD_ADJ instead of 3.3V

Note: Switching the STM32U5751-EV Evaluation board to operate on 1.8V affects the functionality of
external flash (MT25QL512ABB8ESF) and external SRAM (1IS61WV102416BLL-10MLI).

2. Modify the muRata uSD-M2 Adapter to operate on 1.8 V.

To switch the muRata uSD-M2 Adapter to 1.8 V, configure the following jumpers:
e Jlto pos 1-2to powered USD_3V3 from micro USB (J2)

e J12topos1-2(M210 Voltage for 1.8V VDDIO)

e J13to pos2-3 (Host IO Voltage for 1.8 V)

e Micro USB (J2) should be plugged in.

J12 (pos 1-2)

L
3. Configure jumpers on the STM32U575I-EV Evaluation board:
e Remove JP10
e Remove JP11
e Remove JP12

e Remove SB38 is shorted (default)
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3.3.1.2 Wire connections

3 2
CN26
® ST-LINKUSB

CN30 uSD
(bottom side)

2

gl USB micro-B
(for 3.3V power supply)

v

J8
. BT UART RTS/CTS
- Signals (6 pin header)

J3

uSD connector
provides Power (VBAT,
GND) and WLAN-SDIO

J9

BT UART TX/RX and
WLAN/BT Control Signals
(8 pin header)

STM32U5751-EV

muRata uSD-M2

Connection Operation Note
Connector STM32GPIO | Adapter
VBAT (3.3V VCC i
(3.3v) N30 13 VBAT, GND connected via
GND GND microSD connector
WL_REG_ON_HOST Wi-Fi CN7.9 (STmod+) PB4 9.3 Enables/Disables WLAN core:
Active High
WL_HOST WAKE_HOST | Wi-Fi CN7.8 (STmod+) PB5 9.5 WLAN Host Wake: Active Low
(OOB IRQ)
uSD connector pin provides
PC8, PC9
A ’ ’ Power (VBAT, GND) and WLAN-
sbio Wi-Fi CN30 Egg’ :Zg;l’ I3 SDIO (DATAL, DATA2, DATA3,
’ Clock and Command)
UART RX Bluetooth CN9.13 PG8 Jo.1l
UART TX Bluetooth CN9.12 PG7 Jo.2
UART (LPUART1)
UART CTS Bluetooth CN9.24 PB13 J8.3
UART RTS Bluetooth CN9.11 PG6 J8.4
1 ®
BT_REG_ON Bluetooth | CN7.10 (STmod+) | PB11 9.4 Enables/Disables Bluetooth
core: Active High
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3.3.2 Set up type 1DX M.2 module

3.3.2.1 Board preparations

This module does not require the host to provide 1.8 V on the SDIO/UART GPIO. It can operate on 3.3V/1.8 V.
This makes board preparation simpler.

1. Modify the muRata uSD-M2 Adapter to operate on 3.3 V.

To switch the muRata uSD-M2 Adapter to 3.3V, configure the following jumpers:
e J12to pos2-3(M210 Voltage for 3.3V VDDIO)
e J13to pos 1-2 (Host IO Voltage for 3.3V VDDIO)

J12 (pos 2-3)

3.3.2.2 Wire connections

The Type 1DXM module uses the same wire connections as the Type 1LV modules. Refer to the Wire
connections section (3.3.1.2) for Type 1LV Modules.
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3.4 Using NUCLEO-H563ZI board with MuRata Type2WS

The NUCLEO-H563ZI board setup requires three discrete boards to enable the STM32H5xx board to host
Infineon's CYW43xxx/CYW55xxx connectivity device. The three boards and links are:

e MuRata Nucleo Adapter board (Type2WS): Adapter board (Type2WS) is available for interfacing STM32
Nucleo-144 and M.2 board.

o NUCLEO-H563ZI board: This board is a complete demonstration and development platform for
STMicroelectronics STM32U575AI116Q microcontroller, designed to simplify user application development.
Murata STM32 NUCLEO M.2 Adapter Board (LBEEOZZ2WS): This Board enables users to connect M.2 Module
to NUCLEO-H563ZI Board. The LBEEOZZ2WS board is early ES sample and will be coming soon to be
ordered.

e Embedded Artists 1LV M.2 Module: Embedded Artists Type 1LV M.2 EVB is designed to work with the Murata
uSD-M.2 Adapter.

J13

VDDIO Power muRata Nucleo adapter board

- open 3.3V (LBEEOZZZWS) NUCLEO-H563ZI
- close 1.8V .‘ /

Baraa2anns N p
4333834345 T
3 =
i

';:;\l:oraq:a-a-q 3399
Type 1LV
Module

This setup does not require any wires to be connected. The default pin mapping is described in the following
section.

Note: Ensure you set 1.8V for VDDIO (J13 must be shorted) when using only 1.8V compatible radio.
3.4.1 Pin mapping
Nucleo-H563ZI
Connection Operation muRata Nucleo Note
Connector STM32GPIO | Adapter
WL_REG_ON_HOST Wi-Fi CN9.25 PDO CN3.25 Enables/Disables WLAN core:
Active High
- WLAN Host Wake: Active Low
WL_HOST_WAKE_HOST | Wi-Fi CN9.27 PD1 CN3.27 (00B IRQ)
PC8, PC9,
SDIO Wi-Fi CN8 PC10,PC11, |CN1 \évkﬁgsglgfaﬁ?&?:xih)
PC12, PD2 ’
UART RX Bluetooth CN9.4 PD6 CN3.4
UART TX Bluetooth | CN9.6 PD5 CN3.6
UART (USART)
UART CTS Bluetooth | CN9.10 PD3 CN3.10
UART RTS Bluetooth | CN9.8 PD4 CN3.8
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Nucleo-H563ZI
Connection Operation muRata Nucleo Note
Connector STM32GPIO | Adapter
H ®
BT_REG_ON Bluetooth | CN8.16 PG3 CN1.16 Enables/Disables Bluetooth
core: Active High
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3.5 Using STM32N6570-DK board with Infineon CYW55513
3.5.1.1 Board preparations

The CYW55513 module operates at 1.8 V VIO only (chipset limitation). The following preparation on
STM32N6570-DK Evaluation board and muRata uSD-M2 Adapter are required:

1. Modify STM32N6570-DK Evaluation board to operate on 1.8 V.
® Replace R150 with a 100kOhm pull-up resistor to VDDIO (1v8) on TP13
® U32will now set VDDIO_SD to VDDA1V8(1v8) by default via pullup resistor
(Before rework)
DDIO_SD
7 VDD_SD
R4 JR73 IR7T IR % SD card should be €86 || L00eF )
vDDI0 YK 3R K MK 3 e s jan o
C1s?
I PC4 SD DO
PC5 5D DI
5 100aF PCO 5D DI o
Ui P4 D =
VDDIO_SD vee VDDSD PC2 SDCK g
(Ml - 3 SD CMD a &
Z -.1\._ Y |= TODAIVE
PO5 SD SEL / =il u U4
il Lo nos [0 b 101 No# (0 o
GND 210 Na 2 Pl [ ) —eemt o s]| USD-Card_PIS008-2003-1
RIS NGLIBBIGE i @D @D 1L I il G’ @ I—i
100K i | o [mastoandl PR | A= s 13 1
X103 NQ X 103 NQ |||— GND GND —|||
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2. Modify the muRata uSD-M2 Adapter to operate on 1.8 V.
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To switch the muRata uSD-M2 Adapter to 1.8 V, configure the following jumpers:
e Jlto pos 1-2to powered USD_3V3 from micro USB (J2)

e J12topos1-2 (M210 Voltage for 1.8V VDDIO)

e J13to pos2-3 (Host IO Voltage for 1.8 V)

e Connect J9.3=WL_REG_ON to STMod+ Pin17 of STM32N6570KD board

Jo.3

J12 (pos 1-2)

3.5.1.2 Wire connections

STLINK/Power USB

= 2
)

AL

7Y

ch 8

STM32N6570-DK
EDK32N6570$CR5

Q

q3

<. e
‘@
)
Y

MB1860B

&
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3.5.1.3 Pin Mappings

. . | STM32N6570-DK muRata uSD-M2
Connection Operation Adapter Note
Connector | STM32 GPIO P
VBAT (3.3V) VCC i i
CN3 14 (uSD Connection) VBAT, GND connected via microSD
GND GND connector
WL_REG_ON_HOST Wi-Fi CN4.17 PD13 J9.3 Enables/Disables WLAN core: Active High
uSD connector pins: provides Power (VBAT,
SDIO Wi-Fi CN1 P2 (uSD Connection) GND) and WLAN-SDIO (DATAO, DATAL,
DATA2, DATA3, Clock and Command)
CN4.18
. ® -
BT REG_ON Bluetooth (CN4=STM PF1 194 Eljables/Dlsables Bluetooth® core: Active
High
od+)
USART2 RX Bluetooth CN4.3 PF6 J9.1(TX)
USART2 TX Bluetooth CN4.2 PD5 J9.2 (RX)
UART (USART3)
USART2CTS Bluetooth CN4.1 PG5 J8.3 (RTS)
USART2 RTS Bluetooth CN4.4 PG14 J8.4(CTS)
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4 Using example projects

We provide the following example projects to get started using the pack:
e Wi-Fi Scan

e Wi-Fi onboarding with Bluetooth® LE

e Azure RTOS NetXDuo Wi-Fi UDP echo server

e Bluetooth®LE Hello Sensor

e WIi-Fi TCP keepalive offload
e  Wi-Fi MQTT client

4.1 Wi-Fi Scan

This example demonstrates how to configure different scan filters provided in the Wi-Fi Connection Manager
(WCM) middleware and scan for the available Wi-Fi networks.

The example initializes the Wi-Fi device and starts a Wi-Fi scan without any filter and prints the results on the
serial terminal. The example starts a scan every three seconds after the previous scan completes.

This example demonstrates how an STM32H7 can be used to host CYW43xxx/CYW55xxx connectivity devices.

4.1.1 Hardware
Refer to the section on the STM32 hardware configuration descriptions as appropriate:

e Using STM32H747 DISCO Kit

4.1.2 Other software

Install a terminal emulator if you do not have one. Instructions in this document use Tera Term.

4.1.3 Project components
The following are the only components used in this project:

e Wifi/network-interface (configured as LWIP)

e  Wifi/wifi-host-driver (WHD)

e Wifi/wem

e Wifi/whd-bsp-integration

o Wifi/connectivity-utilities

e Wifi/LwIP

e Platform/pal (PAL, HAL, core-lib)

e Platform/abstraction-rtos (configured for the FreeRTOS kernel)
e Platform/device (configured as CYW43012)
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4.1.4 Example project start/import

You can open the Wi-Fi Scan example by copying the example from the Pack to an appropriate location. Once
you have copied the example, you can then open itin STM32CubeMX and export to your IDE using the following
steps:

1. Copy the code example from the pack directory to your local directory.
The default path for installed packs is:
C:\Users\<USER>\STM32Cube\Repository\Packs\
Copy the wifi_scan example from the appropriate directory. For instance, for STM32H7471-DISCO:

C:\Users|<USER>\STM32Cube|Repository\Packs\Infineon\Connectivity-STM32\1.8.0\Projects)|
STM32H747I-DISCO\Applications\wifi_scan

Paste into your working folder. For example:
C:\Users\<USER>\STM32Cube\Example
2. Open wifi_scan.ioc file in the root folder of project.
C:\Users\<USER>\STM32Cube\Example\wifi_scan\wifi_scan.ioc

3. Click OKto accept.
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4.1.5 Generate code

Follow these steps to generate code:

1. Select the Project Manager tab.

2. Select Project.

3. Select the appropriate option under Toolchain / IDE and select the Generate Under Root check box.

4. Click GENERATE CODE.

[] STM32CubeMX wifi_scan.ioc: STM32H747XIHx STM32H7471-DISCO

— O
CubeX n oy ’k ‘Y
STM32H747XIHx - STM32H7471-DISCO >  wifi_scan.ioc - Project Manager GENERATE CODE

Pinout & Configuration Clock Configuration Project Manager Tools

X
STM32 ﬁ File Window Help

~Project Settings
Project Name
I\mﬂjcan o
e l Project Location
(& |

Dual Core Boot Mode

|Both CPUs booting at once ‘

Application Structure

|Advanced ‘ [ Do not generate the main()

Code Generator
Toolchain Folder Location

Toolchain FIDE
STM32CubelDE ~ * e [7] Generate Under Root

-Linker Settings

Minimum Heap Size 0x8000
Minimum Stack Size 0x400

Advanced Settings

~Mcu and Firmware Package
Mcu Reference
[sTM32HT747X1Hx |

Firmware Package Name and Version
[sTM32Cube FW_H7 v1.8.0 |

Use Default Firmware Location

| | Browse

If a message displays about missing packages, select Yes:

Project Manager Settings *

The Firmware Package (STM32Cube FW_H7 V/1.8.0) or one of its dependencies required by the Project is not available in your STM32CubeMX Repository.
Do you want to download this now ?

5. After the code is generated, you will see this dialog. Select Open Project.

[ Code Generation X

The Code is successfully generated under :
C:/Users/ <USER>/STM32Cube/Example/wifi_scan

Project language : C
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4.1.6 Build the project

The build step and expected output are illustrated here for each IDE.

4.1.6.1 STM32CubelDE:

E ws_h7 - wifi_scan_CM7/Application/User/Core/main.c - STM32CubelDE - [m]
File Edit Source Refactor Navigate Search | po
Inid [ B>/~ @il = Dpen Project G -0~ Qvi® e~ dzaET
RS RACR R RN ] Close Project Q im|[@E
& [ Project Explorer &2 = B [@maifls Buil trl+ ﬁ e -0
5 & 8 1 — T
e ES YT § 1 gurations > o~
&« @ wifi_scan (in STM32CubelDE) A 2= Suld Al
= & Drivers 3 Build Working Set > [
= [E2 wifi_scan_CM4 (in Cvi4) i @
B o e 5 ) . gram- body
b ~ [ wifi_scan_CM7 (in CM7) 6 & Build Automatically bk
& IMIUFIES 7 Build Targets >
~ (= Application 8
~ = User 9 C/C++ Index > ht-(c)-2021-STMicroelectronics.
v & Core 10 Generate Report er></h2>
[& freertos.c 11 Generate Code
B =i 12 o . licensed by ST under-Ultimate-Lit
| 13 roperties u-may-not-use-this file-except-in
& HWBZhYXKﬁ‘ 14 *.the-License. You may-obtain a-copy of -the License-at
& stm32h7soc it 15 % Wi st com/SLAG@AL
[4 syscalls.c 16 - -*
1€ sysmem.c 17
o ¥" . M 19 %/ v
< > < >
& Console £ oGl B TEl#BEry=0O
CDT Build Console [wifi_scan CM7]

Example output from a successful build:

B Console &

CDT Build Console [wifi_scan

arm-none-eabi-gcc -o w1f1:scan7CM7.elf“ @"objec‘tg.llst" -mcpu=cortex-m7 fT"C:\wifiiscan\STMEQCu -~
Finished building target: wifi_scan_CM7.elf

arm-none-eabi-size  wifi_scan_CM7.elf

arm-none-eabi-objdump -h -S wifi_scan_CM7.elf > "wifi_scan_CM7.list"

arm-none-eabi-objcopy -0 ihex wifi_scan_CM7.elf “"wifi_scan_CM7.hex"
text data bss dec hex filename

683508 376 145808 829692 ca8fc wifi_scan_CM7.elf

Finished building: default.size.stdout|

Finished building: wifi_scan_CM7.hex

Finished building: wifi_ scan CM7.list

14:53:34 Build Finished. @ errors, © warnings. (took 1m:1s.851ms)

o]
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4.1.6.2 IAR EWARM:

° Project - IAR Embedded Workbench | rm 8.50.9
File Edit Vie Project S* indow Help

D) & @ | Le AddFiles.. PN W
Workspace [® Add Group...
wifi_scan (2] import File List

X Add Project Connection...
Files

=) @ wifi_scan -
= o Applicat
|—® Wl Drivers
{—@ ol Middlew| {J)  Create New Project...
@ W Output | ¢ Add Existing Project...

Edit Configurations...

£ Options... Alt=F7
Version Control System »
@ Make F7 «e
B Compite T F7
@ Rebuild All
& Clean
@ Batch build... F8
WifL_scan C-STAT Static Analysis »

The project should build without errors. There are 10 warnings in the lwlP library.

Build X

Messages &

wifi_task.c
whd_wifi_api.c
Linking
wifi_scan.out
Converting

Total number of errors: 0
Total number of wamings: 10

4.1.7 Project hardware setup

Refer to section Hardware Setup.

4.1.8 Terminal display
The terminal display is used by the application to provide status and network information.

You will need a terminal emulator such as Tera Term (https://github.com/TeraTermProject/teraterm/releases)
to display the output.

4.1.8.1 Serial terminal setup

The terminal interface is a virtual COM port which is part of the ST-LINK (CN2) USB connection. Terminal
emulator configuration:

e Baud Rate: 115200
e DataLength: 8 Bits
e Stop Bit(s): 1
e Parity: None
e Flow control: None
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4.1.8.2 Example output
khkhkkhkhkhkkhkhkkhkhkkhkhkkhhkkhkkkx wiFi_SCan app khkhkkhkhkkhkhkhkkhkhkhkhkkhhhkkhkkx
Insert CYW43xxx/CYW55xxx into microSD card slot
Push blue button to continue...
CYW43xxx/CYW55xxx detected
WLAN MAC Address : E8:E8:B7:9F:CC:EAWLAN Firmware : wlO: Sep 9 2020 01:22:10 version 13.10.271.253
(c4cdc7c CY) FWID 01-79301becWLAN CLM : API: 18.2 Data: 9.10.0 Compiler: 1.36.1 ClmImport:

1.34.1 Creation: 2020-09-09 01:19:03 WHD VERSION : v1.93.0 : v1.93.0 : IAR 8050009 : 2020-12-21
13:24:03 +0530

# SSID RSSI Channel MAC Address Security

1 Private =72 11 1C:AF:F7:26:8D:A8 WPA2 MIXED PSK

2 Private =73 11 74:DA:88:29:F2:27 WPA2 MIXED PSK

# SSID RSSI Channel MAC Address Security

1 Private -68 11 74:DA:88:29:F2:27 WPA2 MIXED PSK

2 Private =73 11 1C:AF:F7:26:8D:A8 WPA2 MIXED PSK
4.2 Wi-Fi onboarding with Bluetooth® LE

This example uses the STM32H7 MCU to communicate with the CYW43xxx/CYW55xxx combo devices and
control the Wi-Fi and Bluetooth® LE functionality. It uses Bluetooth® LE on the combo device to help connect
the Wi-Fi to the AP.

In this example, Bluetooth® LE provides a mechanism for the device to connect to a Wi-Fi AP by providing the
Wi-Fi SSID and password in a secure manner. The Wi-Fi credentials are stored in EEPROM so that the device can
use this data upon reset to connect to an AP without requiring Bluetooth® LE intervention. Note that the data
stored in the EEPROM is unencrypted.

The Wi-Fi SSID and password are exchanged using custom GATT service and characteristics. There is a third
custom characteristic, which gives the command to connect and disconnect. The Wi-Fi password is write-only;
the device needs to be paired before this characteristic can be written.

Bluetooth® LE GATT Custom Service This example uses custom GATT service and characteristics to
communicate with the Bluetooth® LE GATT client. The files cycfg_gatt_db.c and cycfg_gatt_db.h contain the
GATT DB.

The following custom characteristics are used in this example:
e Wi-Fi SSID: Provides the Wi-Fi SSID from Bluetooth® LE GATT client to the server. The maximum size is 32 as
Wi-Fi limits the SSID name to 32 characters.

e Wi-Fi Password: Provides the Wi-Fi password from the Bluetooth® LE GATT client to the server. The
minimum size is 8 because Wi-Fi encryption requires a minimum of 8 characters for password.

e Wi-Fi Connect: A Boolean characteristic that is used to connect and disconnect from the Wi-Fi AP. This has
a Client Characteristic Configuration Descriptor (CCCD) attached with it. Whenever there is a successful
connection, it will send a notification value of 1 otherwise it will send a notification value of 0 if notifications
are enabled.

4.2.1 Hardware
Refer to section the STM32 hardware configuration descriptions as appropriate:

e Using STM32H747 DISCO Kit
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4.2.2 Other software
This code example requires two devices: Host (Mobile Phone or PC) and a Target (STM32H747 DISCO Kit).

1. Forthe Host, download and install the AIROC™ Bluetooth® Connect App for iOS or Android. Scan the
following QR codes from your mobile phone to download the AIROC™ Bluetooth® Connect App:

2. Install aterminal emulator if you don't have one. Instructions in this document use Tera Term.

4.2.3 Project components
The following are the components used in this project:

o Wifi/network-interface (configured as LWIP)
e  Wifi/wifi-host-driver (WHD)

e Wifi/wcm

e Wifi/whd-bsp-integration

e Wifi/connectivity-utilities

e  Wifi/LwIP

e Bluetooth/btstack

e Bluetooth/btstack-integration

e Platform/pal (PAL, HAL, core-lib)

e Platform/abstraction-rtos (configured for the FreeRTOS kernel)
e Platform/device (configured as CYW43012)

4.2.4 Example project start/import

You can open the Wi-Fi Onboarding with Bluetooth® LE example by copying the example from the Pack to an
appropriate location:

C:\Users|\<USER>\STM32Cube|Repository\Packs\Infineon\Connectivity-STM32\1.8.0\Projects)|
STM32H747I-DISCO\Applications\Bluetooth® LE_wifi_onboarding

Once you have copied the example, you can then open it in STM32CubeMX and export to your IDE using the
steps from the Wi-Fi Scan example: Example project start/import, Generate code, Build the project.

4.2.5 Project hardware setup

Refer to section Hardware Setup.
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4.2.6 Operation
1. Connect the STM32H747 DISCO Kit to your PC.

2. Use your favorite serial terminal application and connect to the ST-LINK (CN2) COM port. Configure the
terminal application to access the serial port using the following settings.

Baud rate: 115200 bps; Data: 8 bits; Parity: None; Stop: 1 bit; Flow control: None; New line for receive data:
Line Feed (LF) or Auto setting.

3. Program the board.

After programming, the application starts automatically. Observe the messages on the UART terminal, and
wait for the device to make all the required connections.

¥ Tera Term - [disconnected] VT — O X

File Edit Setup Control Window Help

Ji-Fi Onboarding Using BLE

JLAN MAC Address : B@:9D:6B:67:B3:9E

JLAN Firmuware : wl@: Jan 30 2020 21:41:53 version 7.45.98.95 (»724383 CY> FWI
D B1-5afc8cle

JLAN CLM I: 12.2 Data: 9.10.39 Compiler: 1.29.4 ClmImport: 1.36.3 Cr|
eation: 2020-01- 38 21 30:85

/HD UERSION : .92.08 : v1.92.8 : GCC 9.3 : 2020-09-25 ©93:12:36 -0500

Df f loads not conflgu)ed

Bluetooth Management Event: BTM_LOCAL_ lDENTITY _KEYS_REQUEST_EUT
Bluetooth Management Event: BTM_ENABLED_E

ocal Bluetooth Address: BB:AB:50:00: GB 5]7)

ATT status: WICED_BT_GATT_SUCCESS i WICED_BT_GATT_ENCRYPED_MITM
Data not present in EMEEPROM

Bluetooth Management Event: BTM_BLE_ADVERT _STATE_CHANGED_EUT

idvertisement state changed to BTM_BLE_ADUERT_UNDIRECTED_LOW
Bluetooth Management Event: BTM_LOCAL_IDENTITY_KEYS_UPDATE_EUT
Bluetooth Management Event: BTM_LOCAL_IDENTITY_KEYS_UPDATE_EUT

4. To test using the AIROC™ Bluetooth® Connect App mobile app, do the following:
a. Turn ON Bluetooth® on your Android or iOS device.
b. Launchthe app.
c. Pressthe reset switch on the kit to start sending advertisements.

d. Swipe down on the app home screen to start scanning for Bluetooth® LE Peripherals. Your device
("bleProv") appears in the app home screen. Select your device to establish a Bluetooth® LE
connection.

e. Select the GATT DB Profile from the carousel view then select Unknown Service.

f. Select the attribute with the UUID ending in 63. In the ASCI! field, type your Wi-Fi SSID in string format.
Do the same for password UUID ending in 64) as described above.
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6105 6100
= BLE Devices = Services
Pull down to refresh... Services
Unknown Service
Unknown device RSSI:
3D:F3:01:60:02:23 dBm T
Select Unknown
Android TV RSSI: GATT DB Service
8CSAFBEIBOEC 71 dBm
GATT DB
device 3 ‘)
43:43AT121FAC 65 dBm =

| f

Select GATT DB

Swipe across to see more.
profiles.

< Details < Characteristics
Service + Unknown Service Select Properties: Read & Wiite
Characteristic ~ : 10043-6b31-4a3d-b91e Characteristic
—
with UUID 043-6b31-4a3d-b91e-025f92ca976
Wr:tcxggﬁ?lﬁj ASCHl ending in 63
L L Properties:  Write
HEX
043-6b31-4a3d-b91e-025f92ca976
Date
| Properties : Read & Write & Notify
Time

043-6b31-4a3d-b91e-025f92ca976

Descriptors.
]

5. Select the attribute with the UUID ending in 65. Select Notify. Write hex value 1 to this characteristic to
connect to the Wi-Fi network. If the connection is successful, then the server will send a notification with
the value 1 or with the value 0.

M COM9 - Tera Term VT — O X

File Edit Setup Control Window Help

Advertisement state changed to BTM_BLE_ADUERT_OFF
MIU from client: 512
handler: handle:8x3, len:7
Management Event: BTM_SECURITY_REQUEST_EUT
Management Event: BTM_PAIRING_10_CAPABILITIES _BLE_REQUEST_EVUT
Management Event: BTM_PAIRING_COMPLETE_EUT
airing Complete: SUCCESS
Bluetooth Management Event: BTM_ENCRYPTION_STATUS _EUT
ncryption Status Event: SUCCESS
write handler: handle:8x9? len:7
i 88ID:
Read handler: handle:8x%, len:7
write handler: handle:8xC len:11
i Password:
write handler: handle:8xF len:1
Btarting scan with SSID: AbhiRal
ATT Read handler: handle:@xF,. len:1
CY_WCH_SECURITY_WPA2_AES_PSK
CY_WCH_SECURITY_WPA2_AES_PSK

ITrying to connect SSID: . Password:
Bucessfully joined the Wi-Fi network
otification not sent

Once the Wi-Fi SSID and password are provided by the client it is stored in the EEPROM. To delete this data the
user needs to press the User Button.
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4.3 Azure RTOS NetXDuo Wi-Fi UDP echo server

This application provides an example of Azure RTOS NetX/NetXDuo stack usage. It shows you how to develop a
NetX UDP server to communicate with a remote client using the NetX UDP socket API.

This example demonstrates how an STM32H7 can be used to host CYW43xxx/CYW55xxx connectivity devices.

4.3.1 Hardware
Refer to the section on the STM32 hardware configuration descriptions as appropriate:

e Using STM32H747 DISCO Kit

4.3.2 Other software

Install a terminal emulator if you don't have one. Instructions in this document use Tera Term.

Download echotool utility.

4.3.3 Project components
The following are the only components used in this project:

o Wifi/network-interface (configured as NetXDuo)

e Wifi/wifi-host-driver (WHD)

e  Wifi/wem

e Wifi/whd-bsp-integration

e Wifi/connectivity-utilities

e Bluetooth/btstack

e Bluetooth/btstack-integration

o Platform/pal (PAL, HAL, core-lib)

e Platform/abstraction-rtos (configured for the ThreadX kernel)
e Platform/device (configured as CYW43012)

4.3.4 Example project start/import

You can open this example by copying the example from the Pack to an appropriate location:

C:\Users|\<USER>\STM32Cube\|Repository\Packs\Infineon\Connectivity-STM32\1.8.0\Projects)|
STM32H747I-DISCO\Applications\wifi_netxduo

Once you have copied the example, you can then open it in STM32CubeMX and export to your IDE using the
steps from the Wi-Fi Scan example: Example project start/import, Generate code, Build the project.

4.3.5 Project hardware setup

e Referto section Hardware Setup.
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4.3.6 Operation
1. Connect the board to your PC using the provided USB cable through the ST-Link USB connector.

2. ModifythewIFI ssipDand WIFI PASSWORD macros in Application/User/NetXDuo/console_task.c to match
with those of the Wi-Fi network that you want to connect to.

3. Update the DEFAULT PORT macro in Application/User/NetXDuo/console_task.c.

4. Openaterminal program and select the ST-Link COM port. Set the serial port parameters to 8N1 and
115200 baud.

5. Program the board using STM32CubelDE or EWARM.

After programming, the application starts automatically. Observe the messages on the UART terminal, and
wait for the device to make the required connections.

6. Run the echotool utility on a windows console as following:
# echotool.exe <board IP address> /p udp /r <DEFAULT PORT> /n 10 /d "Hello
World"

Example usage:
echotool.exe 192.168.1.2 /p udp /r 6000 /n 10 /d "Hello World"

4.4 Bluetooth® LE Hello Sensor

This code example demonstrates the implementation of a simple Bluetooth® Stack functionality in GAP
Peripheral role. During initialization the app registers with LE stack to receive various notifications including
bonding complete, connection status change and peer write. Peer device can also write to the client
configuration descriptor of the notification characteristic.

4.4.1 Features demonstrated

e GATT database and Device configuration initialization
e Registration with LE stack for various events
e Sendingdata to the client

e Processing write requests from the client

4.4.2 Hardware
Refer to the section on the STM32 hardware configuration descriptions as appropriate:

e Using STM32H747 DISCO Kit
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4.4.3 Other Software
This code example requires two devices: Host (Mobile Phone or PC) and a Target (STM32H747 DISCO Kit).

1. Forthe Host, download and install the AIROC™ Bluetooth® Connect App for iOS or Android. Scan the
following QR codes from your mobile phone to download the AIROC™ Bluetooth® Connect App:

2. Install aterminal emulator if you don't have one. Instructions in this document use Tera Term.

4.4.4 Project Components

The following are the only components used in this project:

Bluetooth/btstack

Bluetooth/bluetooth-freertos

o Platform/pal

e Platform/abstraction-rtos (configured for the FreeRTOS kernel)
e Platform/device

e connectivity-utilities

o pal (minimum interface to ST HAL to enable connectivity)

4.4.5 Example Project Start/Import

You can open the Bluetooth® Hello Sensor example by copying the example from the Pack to an appropriate
location:

C:\Users|\<USER>\STM32Cube\|Repository\Packs\Infineon\Connectivity-STM32\1.8.0\Projects)|
STM32H747I-DISCO\Applications\BLE_hello_sensor

Once you have copied the example, you can then open it in STM32CubeMX and export to your IDE using the
steps from the Wi-Fi Scan example: Example project start/import, Generate code, Build the project.

4.4.6 Project Hardware Setup

Refer to section Hardware Setup.

4.4.7 Operation
1. Connectthe STM32H747 DISCO Kit to your PC.

2. Use your favorite serial terminal application and connect to the ST-LINK (CN2) COM port. Configure the
terminal application to access the serial port using the following settings.
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Baud rate: 115200 bps; Data: 8 bits; Parity : None; Stop : 1 bit; Flow control : None; New line for receive
data: Line Feed(LF) or Auto setting

3. Program the board.

4. After programming, the application starts automatically. Observe the messages on the UART terminal. Use
the ST-LINK (CN2) COM port to view the Bluetooth® stack and application trace messages in the terminal
window as shown below:

[0] Hello Sensor Start

[0] wiced bt stack init()

[515] bt post reset cback()

[515] bt post reset cback(): Change baudrate (3000000) for FW downloading
[516] bt update controller baudrate(): 3000000

[521] bt baudrate updated cback(): Baudrate is updated for FW downloading
[522] bt update platform baudrate(): 3000000

[722] bt start fw download(): FW ver = [1428] bt patch download complete cback():
status=1

[1428] bt fw download complete cback(): Reset baudrate to 115200

[1429] bt update platform baudrate(): 115200

[1630] bt fw download complete cback(): Changing baudrate to 3000000
[1630] bt update controller baudrate(): 3000000

[2065] bt baudrate updated cback(): Baudrate is updated for feature

5. To test using the mobile app, do the following:
a. Turn ON Bluetooth® on your Android or iOS device.
b. Launch the app on your Phone.

c. Swipe down on the app home screen to start scanning for Bluetooth® LE Peripherals; your device
("hello") appears in the app home screen. Select your device to establish a Bluetooth® LE connection.

SCANNER

o.» hello RSS!

B79FCCO5 36 dBm

d. Read Battery.

e Select the 'Battery' Profile from the carousel view.

e Press Read button.
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e

52564 @« av4s

=  Services

= Battery Service < B

Battery Service

Battery Service @

© - I

e. Enable Sensor notification/indication as shown in the following images.

51 @mm . 25 @@m -
=  Services GATT DB

53 @@m .

Services < Characteristics

e*[ Unknown Service ] 9*1 Properties : Read & Indicate

Device Information Service 8ac32d3f-5ch9-4d44-bec2-ee68

Battery Service Properties : Read & Write

5e9bf2a8-f93f-4481-a67e-3b2f4

o < 1] O

< I (@] <

The notification "Hello N" appears every 10 seconds.

f. Read/Write the Sensor characteristic.

25 @mm -

252=@m -

=  Services

GATT DB

<

Service

Characteristic

ASCII

HEX

Date

Time

sa@@mm -

Stop
m

Details
* Unknown Service

Bac32d3f-5¢b9-4

Hello 1

4865606c6f2031

31 6ep. 2021

12:5311189

DESCRIPTORS

GATT DB

Services < Characteristics

9 *[ Unknown Service ] Properties : Read & Indicate

falica ntasinn Sarice 8ac32d3f-5ch9-4d44-bec2-ee68

Battery Service o »

Properties : Read & Write

5e9bf2a8-f93f-4481-a67e-3b2f4
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4.5 Wi-Fi TCP keepalive offload

The TCP keepalive offload part of the Low Power Assistant (LPA) improves the power consumption of your
connected system by reducing the time the Host needs to stay awake to support the TCP keepalive request.
This example describes how to enable TCP keepalive offload and configure four different sockets for TCP
keepalive that can be incorporated into your project from LPA middleware.

TCP keepalive maintains idle TCP connections by periodically passing packets between the client and server. If
either the client or server does not respond to a packet, the connection is considered inactive and is
terminated. This helps in pruning dead connections. Typically, TCP keepalives are sent every 45 or 60 seconds
on an idle TCP connection, and the connection is dropped after 3 sequential ACKs are missed. This means the
Host MCU has to wake up periodically to send a TCP keepalive packet to maintain the TCP connection during
idle state.

TCP keepalive offload helps in moving this functionality to WLAN firmware so that the Host MCU does not need
to wake up periodically to send/receive TCP keepalive packets. This functionality is offloaded only when the
Host MCU goes to sleep and the network stack is suspended.

TCP Keepalive Offload Disabled TCP Keepalive Offload Enabled
D Wake state Host WLAN Device NetWork Host WLAN Device NetWork
- TCP Keepalive Request e TCP Keepalive Request
. TCP Keepalive Response | o TCP Keepalive Response

Idle Time | | Configure TKO info to WLAN
>

TCP Keepalive Request
TCP Keepalive Response
TCP Keepalive Request
TCP Keepalive Response

Wake Signal

Wake up for : Deep Sleep

S Wake Signal *
- Incoming TCP Traffic or o Incomin, g TCP Traffic or

g

TKO Timeout or invalid ' TKO Timeout or invalid
response i | ' response

4,5.1 Hardware
Refer to section the STM32 hardware configuration descriptions as appropriate:

e Using STM32H747 DISCO Kit

4.5.2 Other software

Install a terminal emulator if you don't have one. Instructions in this document use Tera Term.

4.5.3 Project components
The following are the components used in this project:

o  Wifi/network-interface (configured as LWIP)
o  Wifi/wifi-host-driver (WHD)

e  Wifi/wem

e Wifi/whd-bsp-integration

e Wifi/connectivity-utilities

o Wifi/secure-sockets
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o  Wifi/LwIP
o Wifi/mbedtls
e Wifi/lpa

o Platform/pal (PAL, HAL, core-lib)

e Platform/abstraction-rtos (configured for the FreeRTOS kernel)
e Platform/device (configured as CYW43012)

e Platform/module(configured as MURATA-1V)

4.5.4 Example project start/import

You can open the Wi-Fi TCP keepalive offload example by copying the example from the Pack to an appropriate
location:

C:\Users|\<USER>\STM32Cube\|Repository\Packs\Infineon\Connectivity-STM32\1.8.0\Projects)|
STM32H747I-DISCO\Applications\wifi_tko

Once you have copied the example, you can then open itin STM32CubeMX and export to your IDE using the
steps described in the Wi-Fi Scan section (sections 4.1.4 - 4.1.6).

4.5.5 Project hardware setup

Refer to section Hardware Setup.

4.5.6 Operation
1. Connect the STM32H747 DISCO Kit to your PC.

2. Open app_config.h and modify the WIFI_SSID, WIFI_PASSWORD, and WIFI_SECURITY_TYPE macros to
match the Wi-Fi network credentials that you want to connect to. All possible security types are defined in
the cy_wcm_security_t structure in cy_wcm.h file.

3. Ensure that your computer is connected to the same Wi-Fi access point (AP) that you configured in Step 2
and Setup a TCP server and the server starts listening for incoming TCP connections.

4. Open a cycfg_connectivity_wifi.c and modify cy_tko_ol_cfg_0, ports, remote_port and remote_ip to
match the TCP server that be set up on your computer;

5. Use your favorite serial terminal application and connect to the ST-LINK (CN2) COM port. Configure the
terminal application to access the serial port using the following settings.

Baud rate: 115200 bps; Data: 8 bits; Parity: None; Stop: 1 bit; Flow control: None; New line for receive
data: Line Feed (LF) or Auto setting

6. Program the board.
Note: For dual cores MCU (e.g STM32H7) the both cores must be programmed.

7. After programming, the application starts automatically. Observe the messages on the UART terminal, and
wait for the device to make all the required connections. application trace messages in the terminal
window as shown:

WLAN MAC Address : 00:A0:50:45:13:81
WLAN Firmware : wlO: Apr 12 2022 20:39:36 version 13.10.271.287 (760d561 CY) FWID 01-b438e2al
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WLAN CLM : API: 18.2 Data: 9.10.0 Compiler: 1.36.1 ClmImport: 1.34.1 Creation: 2021-04-26
04:01:15
WHD VERSION : v2.4.0 @ v2.4.0 : GCC 10.3 : 2022-08-04 17:12:02 +0800

Info: Wi-Fi initialization is successful

Info: Join to AP: SM9500

Info: Successfully joined wifi network SM9500

Info: Assigned IP address: 192.168.43.124

Info: Taking TCP Keepalive configuration from the Generated sources.

Info: Socket[0]: Created connection to IP 192.168.43.228, local port 3353, remote port 3360
Info: Skipped TCP socket connection for socket id[1l]. Check the TCP Keepalive configuration.
Info: Skipped TCP socket connection for socket id[2]. Check the TCP Keepalive configuration.
Info: Skipped TCP socket connection for socket id[3]. Check the TCP Keepalive configuration.
whd _tko_toggle: Successfully enabled

Network Stack Suspended, MCU will enter DeepSleep power mode

Resuming Network Stack, Network stack was suspended for 31867ms

WHD Stats..

tx total:73, rx total:74, tx no mem:0, rx no mem:0
tx fail:0, no_credit:0, flow_control:0

Bus Stats..

cmd52:2430, cmd53 read:393, cmd53 write:596

cmd52 fail:7, cmd53 read fail:0, cmd53 write fail:0

oob_intrs:0, sdio_intrs:484, error intrs:0, read aborts:0

Network is active. Resuming network stack
whd_tko_toggle: Successfully disabled
whd_tko_toggle: Successfully enabled

Network Stack Suspended, MCU will enter DeepSleep power mode

Resuming Network Stack, Network stack was suspended for 4142ms

4.6 Wi-Fi MQTT client

This code example demonstrates implementing an MQTT client using the MQTT library. The library uses the
AWS loT device SDK Port library and implements the glue layer that is required to work with Infineon
connectivity platforms.

In this example, the MQTT client RTOS task establishes a connection with the configured MQTT broker, and
creates two tasks: publisher and subscriber. The publisher task publishes messages on a topic when the user
button is pressed on the kit. The subscriber task subscribes to the same topic and controls the user LED based
on the messages received from the MQTT broker. In case of unexpected disconnection of MQTT or Wi-Fi
connection, the application executes a re-connection mechanism to restore the connection.

Sequence of operation

1. Pressthe user button.

2. The GPIO interrupt service routine (ISR) notifies the publisher task.

3. The publisher task publishes a message on a topic.

4. The MQTT broker sends back the message to the MQTT client because it is also subscribed to the same
topic.
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5. When the message is received, the subscriber task turns the LED ON or OFF. As a result, the user LED toggles
every time you press the button.

4.6.1 Hardware
Refer to section the STM32 hardware configuration descriptions as appropriate:

e Using STM32U575I-EV Evaluation board

4.6.2 Other software

Install a terminal emulator if you don't have one. Instructions in this document use Tera Term.

4.6.3 Project components
The following are the components used in this project:

e Wifi/network-interface (configured as LWIP)
e  Wifi/wifi-host-driver (WHD)

e Wifi/wem

e Wifi/whd-bsp-integration

o Wifi/connectivity-utilities

e  Wifi/secure-sockets

o Wifi/LwIP
o Wifi/mbedtls
o Wifi/lpa

o Platform/pal (PAL, HAL, core-lib)

e Platform/abstraction-rtos (configured for the FreeRTOS kernel)
e Platform/device (configured as CYW43012)

e Platform/module(configured as MURATA-1V)

e Wifi/aws-iot-device-sdk-embedded-C

o Wifi/aws-iot-device-sdk-port

e Wifi/mqtt

4.6.4 Example project start/import

You can open the Wi-Fi MQTT client example by copying the example from the Pack to an appropriate location:

C:\Users|\<USER>\STM32Cube\|Repository\Packs\Infineon\Connectivity-STM32\1.8.0\Projects)|
STM32U5751-EV\Applications| wifi_mgqtt_client

Once you have copied the example, you can then open itin STM32CubeMX and export to your IDE using the
steps described in the Wi-Fi Scan section (sections 4.1.4 - 4.1.6).

4.6.5 Project hardware setup

Refer to section Hardware Setup.
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4.6.6 Operation
1. Connect the STM32U575I-EV Kit to your PC.

2. Wi-Fi configuration: Set the Wi-Fi credentials in Core/Src/wifi_config.h: Modify the
macros WIFI_SSID, WIFI_PASSWORD, and WIFI_SECURITY to match with that of the Wi-Fi network that you
want to connect.

3. MQTT configuration: Set up the MQTT client (AWS loT MQTT) and configure the credentials
in Core/Src/maqtt_client_config.h. Some of the important configuration macros are as follows:

e MQTT_BROKER_ADDRESS: Hostname of the MQTT broker.

e MQTT_PORT: Port number to be used for the MQTT connection. As specified by IANA (Internet Assigned
Numbers Authority), port numbers assigned for MQTT protocol are 1883 for non-secure connections
and 8883 for secure connections. However, MQTT brokers may use other ports. Configure this macro as
specified by the MQTT broker. For AWS loT MQTT, use port as 8883.

e MQTT_SECURE_CONNECTION: Set this macro to 1 if a secure (TLS) connection to the MQTT broker is
required to be established; else 0.

e MQTT_USERNAME and MQTT_PASSWORD: User name and password for client authentication and
authorization, if required by the MQTT broker. However, note that this information is generally not
encrypted and the password is sent in plain text. Therefore, this is not a recommended method of client
authentication.

o CLIENT_CERTIFICATE and CLIENT_PRIVATE_KEY: Certificate and private key of the MQTT client used for
client authentication. Note that these macros are applicable only
when MQTT_SECURE_CONNECTION is set to 1.

e ROOT_CA_CERTIFICATE: Root CA certificate of the MQTT broker.

e MQTT_PUB_TOPIC: MQTT topic to which the messages are published by the Publisher task to the MQTT
broker.

o MQTT_SUB_TOPIC: MQTT topic to which the subscriber task subscribes to. The MQTT broker sends the
messages to the subscriber that are published in this topic (or equivalent topic).

e For AWS IoT MQTT, configure the following mandatory fields:

CLIENT CERTIFICATE - XXXXXXXXXX.cert.pem
CLIENT PRIVATE KEY - xXxXXxXXxXXxX.private.key
ROOT CA CERTIFICATE - Root CA certificate

4. Use your favorite serial terminal application and connect to the ST-LINK (CN2) COM port. Configure the
terminal application to access the serial port using the following settings.

Baud rate: 115200 bps; Data: 8 bits; Parity: None; Stop: 1 bit; Flow control: None; New line for receive data:
Line Feed (LF) or Auto setting.

5. Program the board.

Note: For dual cores MCU (e.g STM32H7) both cores must be programmed.
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6. After programming, the application starts automatically. Observe the messages on the UART terminal, and
wait for the device to make all the required connections. Application trace messages in the terminal
window as shown:

WLAN MAC Address : E8:E8:B7:9F:D6:EOQ

WLAN Firmware : wlO: Jul 31 2023 06:07:24 version 13.10.271.305 (£2b5c53 CY)

FWID 0l-e6b954e

WLAN CLM : API: 18.2 Data: Murata.lLVindoorSTA Compiler: 1.36.1 ClmImport:

1.36.3 Customization: v2 191015 Creation: 2020-01-22 06:19:41

WHD VERSION : 3.2.1.21799 : master dev-v3.2.1 : GCC 11.3 : 2023-10-19

03:48:22 -0500

Offloads not configured

Wi-Fi Connection Manager initialized.

Wi-Fi Connecting to 'WIFI SSID'

Successfully connected to Wi-Fi network 'WIFI SSID'.

IPv4 Address Assigned: 192.168.1.8

MQTT library initialization successful.

'stm32-mgtt-client8462' connecting to MQTT broker 'a33j19z28enclg-ats.iot.us-east-
2.amazonaws.com'. ..

MQTT connection successful.

MQTT client subscribed to the topic 'ledstatus' successfully.

Press the user button (SW2) to publish "TURN ON"/"TURN OFF" on the topic

'ledstatus'...

7. Once theinitialization is complete, confirm that the message 'Press the user button (SW2) to publish "TURN
ON"/"TURN OFF" on the topic', which is configured in 'MQTT_PUB_TOPIC" and printed on the UART
terminal. This message may vary depending on the MQTT topic and publish messages that are configured
in the mqtt_client_config.h file.

8. Press the user button on the kit to publish "TURN ON" message to MQTT client.

9. Confirm that the messages received on the subscribed topic are printed on the UART terminal.
Publisher: Publishing 'TURN ON' on the topic 'ledstatus'

Subsciber: Incoming MQTT message received:

Publish topic name: ledstatus

Publish QoS: 1

Publish payload: TURN ON
Publisher: Publishing 'TURN OFF' on the topic 'ledstatus'
Subsciber: Incoming MQTT message received:

Publish topic name: ledstatus

Publish QoS: 1

Publish payload: TURN OFF

10. Publish and Subscribe functionalities of the MQTT client can be individually verified if the MQTT broker
supports a test MQTT client like the AWS IoT.

e To verify the subscribe functionality: Using the test MQTT client, publish messages such as "TURN ON"
and "TURN OFF" on the topic specified by the MQTT_PUB_TOPIC macro in mqtt_client_config.h and
check the messages on the terminal.

e Toverify the publish functionality: From the Test MQTT client, subscribe to the MQTT topic specified by
the MQTT_SUB_TOPIC macro and confirm that the messages published by the kit (when the user
button is pressed) are displayed on the test MQTT client's console.
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4.7 Wi-Fi Enterprise Security

This application provides a console interface to test enterprise Wi-Fi commands. This application integrates the
command console library.

4,7.1 Hardware
Refer to section the STM32 hardware configuration descriptions as appropriate:

e Using STM32U575I-EV Evaluation board

4.7.2 Other software

Install a terminal emulator if you don't have one. Instructions in this document use Tera Term.

4.7.3 Project components
The following are the components used in this project:

o Wifi/network-interface (configured as LWIP)
e Wifi/wifi-host-driver (WHD)

e Wifi/enterprise-security

e  Wifi/wem

e Wifi/whd-bsp-integration

e Wifi/connectivity-utilities

e  Wifi/secure-sockets

e  Wifi/LwlIP
o  Wifi/mbedtls
o  Wifi/lpa

o Platform/pal (PAL, HAL, core-lib)

e Platform/abstraction-rtos (configured for the FreeRTOS kernel)
e Platform/device (configured as CYW43012)

e Platform/module(configured as MURATA-1LV)

e MfgTools/command-console

4.7.4 Example project start/import
You can open the Wi-Fi MQTT client example by copying the example from the Pack to an appropriate location:

C:\Users|\<USER>\STM32Cube\|Repository\Packs\Infineon\Connectivity-
STM32\1.8.0\Projects\NUCLEO-H745ZI-Q\Applications\wifi_ent_sec

Once you have copied the example, you can then open it in STM32CubeMX and export to your IDE using the
steps described in the Wi-Fi Scan section (sections 4.1.4 - 4.1.6).
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4.7.5 Project hardware setup

Enterprise AP FreeRadius

Wi-Fi Client ( Tester) IRERNUANENGS I l I 7|

Server

e RADIUS Server: Linux PC + FreeRadius
e Enterprise AP: WPA2/WPA3-Enterprise support
e Wi-Fi Client

Configuration of RADIUS Server and Enterprise AP are outside the scope of this document.

4.7.6 Operation
1. Connectthe STM32U575I-EV Kit to your PC.
2. Wi-Fi configuration: Modify macros in Core/Src/certificate.h:

e  WIFI_ROOT_CERTIFICATE_STRING / WPA3_192BIT_ROOT_CERTIFICATE_STRING: Root CA certificate

e WIFI_USER_PRIVATE_KEY_STRING / WPA3_192BIT_USER_PRIVATE_KEY_STRING: Private Key of Client
(not protected by password)

e WIFI_USER_CERTIFICATE_STRING / WPA3_192BIT_USER_CERTIFICATE_STRING: Certificate of client

Note: Private key is certificate are provided from network administrator. But you create them by yourself
for test purpose. See section 4.7.7.

3. Useyour favorite serial terminal application and connect to the ST-LINK (CN2) COM port. Configure the
terminal application to access the serial port using the following settings.

Baud rate: 115200 bps; Data: 8 bits; Parity: None; Stop: 1 bit; Flow control: None; New line for receive data:
Line Feed (LF) or Auto setting.

4. Program the board.
Note: For dual-core MCUs (e.g., STM32H7) both cores must be programmed.

After programming, the application starts automatically. Observe the messages on the UART terminal, and
wait for command prompt.
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5.

Enterprise commands:

e Soin_ ent: Thiscommand will connect the device to enterprise Wi-Fi network.

Infineon

join_ent <ssid> <eap protocol> [username] [password] <wifi auth type>

Example:

join ent WIFI SSID eap tls user pass wpaZ aes

Note: WPA2/3 Enterprise command auth types:
o wpa2_aes: WPA2 Enterprise only mode
e wpa3_aes_ccmp: WPA3 Transition mode
o wpa3_aes_gcm: WPA3 Enterprise only mode
o wpa3_192bit: WPA3-Enterprise 192-bit mode

Note: EAP security protocols :
o eap_tls:EAPTLS
o peap: PEAPvO with MSCHAPv2
e eap_ttls: EAP-TTLS with EAP-MSCHAPv2

e leave en:Lleavefromthe connected enterprise Wi-Fi network.

4.7.7 Creation of Private Key and Certificate of Root CA, Radius

1.

Server(FreeRadius) and Client
Generate Root Key rootKey.pem.
openssl ecparam -name prime256v1l -genkey -noout -out rootKey.pem

Generate Root Certificate: This shall be updated in WIFI_ROOT_CERTIFICATE_STRING /
WPA3_192BIT_ROOT_CERTIFICATE_STRING. Also update the root certificate in radius server.

openssl req -new -key rootKey.pem -x509 -nodes -days 365 -out rootCert.pem

This command will prompt for necessary information like country code, State etc.
Generate Client Key and certificate.

ClientKey.pem shall be updated in WIFI_USER_PRIVATE_KEY_STRING /
WPA3_192BIT_USER_PRIVATE_KEY_STRING.

client.crt shall be updated in WIFI_USER_CERTIFICATE_STRING /
WPA3_192BIT_USER_CERTIFICATE_STRING.

a. Create Client Key ClientKey.pem:
openssl ecparam -name prime256v1l -genkey -noout -out clientKey.pem
b. Create CSR:

openssl reqg -new -sha256 -key clientKey.pem -out client.csr

c. Create Client Certificate client.crt:

openssl x509 -req -days 365 -in client.csr -CA rootCert.pem -CAkey
-CAcreateserial -out client.crt
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4. Generate Server Key and certificate. These shall be loaded in radius server:
a. Create Server Key serverKey.pem:
openssl ecparam -name prime256v1l -genkey -noout -out serverKey.pem
b. CreateCSR:
openssl req -new -sha256 -key serverKey.pem -out server.csr
c. Create Server Certificate server.crt:

openssl x509 -req -days 365 -in server.csr -CA rootCert.pem -CAkey rootKey.pem
-CAcreateserial -out server.crt
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5 Manufacture tools

The following manufacture tool projects are included in the pack:

e Tester - Wi-Fi Bluetooth® Console

e WLAN manufacturing test application (Wifi-Mfg-Tester) for FreeRTOS

e Bluetooth® Manufacturing Test Application for FreeRTOS

5.1 Tester - Wi-Fi Bluetooth® Console

This application integrates the command console library including Wi-Fi iPerf and Bluetooth® Low Energy
functionality. You can use this application to characterize the Wi-Fi/Bluetooth® LE functionality and
performance.

This example demonstrates how an STM32H7 can be used to host CYW43xxx/CYW55xxx connectivity devices.

5.1.1 Hardware
Refer to the section on the STM32 hardware configuration descriptions as appropriate:

e Using STM32H747 DISCO Kit

5.1.2 Other software

Install a terminal emulator if you don't have one. Instructions in this document use Tera Term.
Setting up iPerf on the host:

o iPerf2.0.13 (supported on Ubuntu, macOS, and Windows)

e GototheiPerfinstallation directory and launch the terminal (command prompt for Windows, terminal
shell for macOS or Ubuntu).

5.1.3 Project components
The following are the only components used in this project:

e Wifi/network-interface (configured as LWIP)
e  Wifi/wifi-host-driver (WHD)

e Wifi/wem

e Wifi/whd-bsp-integration

o Wifi/connectivity-utilities

e Wifi/secure-sockets

o  Wifi/LwIP

e Bluetooth/btstack

e Bluetooth/btstack-integration

o Platform/pal (PAL, HAL, core-lib)

e Platform/abstraction-rtos (configured for the FreeRTOS kernel)
e Platform/device (configured as CYW43012)

e MfgTools/command-console
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5.1.4 Example project start/import
You can open this example by copying the example from the Pack to an appropriate location:

C:\Users|<USER>\STM32Cube|Repository\Packs\Infineon\Connectivity-STM32\1.8.0\Projects)|
STM32H747I-DISCO\Applications\wifi_bt_tester

Once you have copied the example, you can then open it in STM32CubeMX and export to your IDE using the
steps from the Wi-Fi Scan example: Example project start/import, Generate code, Build the project.

Also check in your project workspace that MCU Settings and Preprocessor are configured correctly.

Open Properties
1. Right-click on a project.

2. Select Properties

,—. workspace_1.12.0 - wifi_bt_tester CM7/Application/User/Core/main.c - S’
File Edit Source Refactor Navigate Search Projet Run Wind«
-5 E\:’:"Q'mo B -68~-cd-@-
{5 Project Explorer X =k ok
v [ wifi_bt_tester

= Drivers

= ThreadSafe
"': wifi_bt_tester_ CM4 (in CM4

[ :‘ Wit LA Lim CMAD,
% New
‘ Go Into
Open in New Window
Show In Alt+Shift+W >

Copy Ctrl+C
Paste e V
K Delete Delete

'Tj wi Source
-

Rename.. F2

] Import..
1 Export..

Build Project

Clean Project

Refresh F5
Close Project

Close Unrelated Projects

Build Configurations
Build Targets Open Properties Dialog |

Index

0 Run As

15 Debug As

Team

Compare With

Restore from Local History...
Generate Yo!:

Convert to C e

Run C/C++ Code Anafgsis

& 39

Configure

Properties Alt+Enter ](_’
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MCU Settings

1. Inproject Properties select C/C++ Build > Settings > MCU Settings.

2. Check Runtime library should be Reduced C, reduced C++ (--specs=nano.specs)

3. Settick for Use float with printf and Use float with scanf

m Properties for wifi_bt_tester CM7 [m] X
type filter text Settings - - 5
Resource
Builders
v C/C++ Build Configuration: Debug [Active ] ¥ Manage Configurations..

Build Variables
Environment

Logging W Tool Settings #* Build Steps Build Artifact |ot Binary Parsers @ Error Parsers
Settings

it 1 & ST )
CMSIS-SVD Settings ke MCUSettings

(2 MCU Post build outputs STM32H7471-DISCO

Project References

Run/Debug Settings v ® MU GCC Assembler Floating-point unit FPV5-D16
E‘: General _ ) _ .
(2 Debugging Floating-point ABI Hardware implementation (-mfloat-abi=hard)
¥
=4 Preprocessor Instruction set Thumb2
C'%; Include paths
(2 Miscellaneous Runtime library Reduced C, reduced C++ (--specs=nano.specs) }*
v & MCU GCC Compiler [/ Use float with printf from newlib-nano (-u _printf_float) ' e
&3 General /] Use float with scanf from newlib-nano (-u _scanf_float)

&3 Debugging
&:’ Preprocessor

g Include paths

IR st tanitan

Preprocessor
1. Inproject Properties, select C/C++ Build > Settings > MCU GCC Compiler > Preprocessor .
2. Checkif these defines exist:

e HAVE_SNPRINTF

e CY_USING_HAL

e CYBSP_WIFI_CAPABLE

e CY_STORAGE_WIFI_DATA=".whd_fw"

E Properties for wifi_bt_tester CM7 O X
type filter text Settings - ~ §
Resource
Builders
v C/C++ Build Configuration: Debug [Active] “  Manage Configurations..
Build Variables
Environment )
Logging ¥ Tool settings & Build Steps Build Artifact a1 Binary Parsers € Error Parsers
Settings ~
C/C++ General t} mcu Too\rcha\n Define symbols (-D) & w8 &
CMIIS-SVD setings S
Project References “é: MCU Post build outputs CORE_CM7
Run/Debug Settings v & t‘ICU GOC Assambler USE_HAL_DRIVER
(2 General STM32H747xx
(% Debugging MBEDTLS_CONFIG_FILE="mbedtls_config.h"
L\;} Preprocessor HAVE_SNPRINTF
¥ Include paths CY_USING_HAL *
E: P CYBSP_WIFI_CAPABLE
& Miscellaneous CY_STORAGE_WIFI_DATA="whd_fw"
v & MCU GCC Compiler STM32_THREAD_SAFE_STRATEGY=5
3 General
Include paths
@ Optimization ~ /
&j Warnings Undefine symbols (-U) €]
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5.1.5 Project hardware setup

Refer to section Hardware Setup.

5.1.6 Operation
Connect the board to your PC using the provided USB cable through the ST-Link USB connector.

Modify the WIFI_SSID and WIFI_KEY macros in Application/User/Core/console_task.c to match with those of
the Wi-Fi network that you want to connect to.

1. Tojoin a Wi-Fi network of a specific band, update the WIFI_BAND macro in
Application/User/Core/console_task.c as follows:

CY_WCM_WIFI_BAND_2_4GHZ: 2.4-GHz band CY_WCM_WIFI_BAND_5GHZ: 5-GHz band

Configure the TCP window size in iPerf before building the application. See the command console library's
README.md for instructions on how to configure the TCP window size.

2. Open aterminal program and select the ST-Link COM port. Set the serial port parameters to 8N1 and
115200 baud.

Program the board using STM32CubelDE or EWARM. After programming, the application starts
automatically. Observe the messages on the UART terminal, and wait for the device to make the required
connections.

3. The application connects to the configured Wi-Fi access point (AP) and obtains the IP address. When the
device is ready, the > prompt appears.

4. RuniPerf commands (client and server) against a remote peer device.

See Running iPerf client and server against a remote peer device.

5. Run Bluetooth® LE commands against a remote peer device.

5.1.7 Serial terminal setup
The terminal interface is a virtual COM port which is part of the ST-LINK (CN2) USB connection.
Terminal emulator configuration:

e Baud Rate: 115200
e Data Length: 8 Bits
e Stop Bit(s): 1
e Parity: None

e Flow control: None
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5.1.8 Example output

Cii

File Edit Setup Control Window Help
ommand console application

WLAN MAC Address : EB8:E8:B7:9F:D5:E4

WLAN Firnuare : owld: Apr 12 2022 20:39:36 version 13.10.271.287 (7684561 CY> FWID A1-h438e2aB

WLAN CLM : API: 18.2 Data: 2.10.8 Compiler: 1.36.1 ClmImport: 1.34.1 Creation: 2021-84-26 B4:01:15
WHD UERSION tv2.4.8 = v2.4.8 : GCC 18.3 : 2822-87-01 13:23:51 +B308

WCH Initialized

Buccessfully joined wifi network ’ - result = @*

IP Address assigned

executing command_console_add_remove_command

> Wi-Fi module initialized...

> scan
it Scan Results HEHH

Security Type HSSI(dBm) Channel BSSID

wpa2 8C:DE:F?:C2:98:CC
upa2 —82 @:BE =95
wpaZ_aes -66
wpa2_aes -84
-54

e wpa2
i Scan Results END HHH#

5.1.9 iPerf measurement

iPerf commands are used for measuring the Wi-Fi performance/throughput. The iperf tool sends TCP/UDP data
between two peer devices to compute the Wi-Fi performance/throughput.

5.1.9.1 iPerf setup

The following diagram shows the exact setup that should be used for measuring the Wi-Fi
performance/throughput of a STM32 device using iperf.

Host PC
(running peer Iperf) N Wi-Fi Router

running Iperf
— @ ) |

i iy | WI-Fi BT Tester
pert licati
Ethernet cable @ app Icaton
(iperf cmd)

UART
< g
e — l---- COM port e r

— (Device Under Test)

STM32 Kit with CYW43xx

LLLLL

T

5.1.9.2 iPerf commands for Wi-Fi throughput measurement

Enter the following commands on the STM32 device (DUT) after the device boots up and connects to the Wi-Fi
network. This section provides only the commands to be run on the DUT. When the 'client iperf command' runs
on the DUT, the 'server iperf command' should run on the host PC (as shown in the iPerf Setup diagram), and
vice versa.

1. StartiPerfasaTCP server:

iperf -s
Note: On the peer iPerf device (host PC), start iPerf as a TCP client to send the TCP data.
2. StartiPerfasaTCP client:
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iperf -c <server ip addr> -t <time in sec>

Sample command:
iperf -c 192.168.0.100 -t 60

Note: On the peer iPerf device (host PC), start iPerf as a TCP server.

3. StartiPerfas a UDP server:

iperf -s -u
Note: On the peer iPerf device (host PC), start iPerf as a UDP client to send the UDP data.

4, StartiPerfasaUDP client:

iperf -c <server ip addr> -t <time in sec> -u -b <band width>

Sample command:
iperf -c 192.168.0.100 -t 60 -u -b 50M

Note: On the peer iPerf device (host PC), start iPerf as a UDP server.
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5.1.9.3 Results

STM32H747 DISCO + CYW43012

Throughput, Mbit/s
TCP/ UDP Command
2.4G 5G
TCP TX 35.3 42.7 iperf -c <ip> -t 60
TCP RX 35.7 39.2 iperf -s
UDP TX 52.4 52.4 iperf -c <ip> -t 60 -u -b 50M
UDP RX 50.0 50.0 iperf -s -u

Test configuration: Iperf app run on STM32H747 CM7/400Mhz, GCC, Wi-Fi router: Asus RT-AX56U.

STM32L5-DK + CYW43012

Throughput, Mbit/s

TCP/ UPD Command
2.4G 5G
TCP TX 20.2 20.5 iperf -c <ip> -t 60
TCP RX 20.6 20.8 iperf -s
UDP TX 31.0 31.1 iperf -c <ip> -t 60 -u -b 50M
UDP RX 25.7 24.7 iperf -s -u

Test configuration: Iperfapp run on STM32L5 CM33/110Mhz, GCC, Wi-Fi router: Asus RT-AX56U.

STM32U575I-EV + CYW43012

Throughput, Mbit/s
TCP/ UPD Command
2.4G 5G
TCP TX 26.5 27.4 iperf -c <ip> -t 60
TCP RX 25.3 26.1 iperf -s
UDP TX 36.5 36.6 iperf -c <ip> -t 60 -u -b 50M
UDP RX 33.8 33.9 iperf -s -u

Test configuration: Iperfapp run on STM32U5 CM33/160Mhz, GCC, Wi-Fi router: Asus RT-AX56U.

STM32H747 DISCO + CYW43022

Throughput, Mbit/s
TCP/ UDP Command
2.4G 5G
TCP TX 32,6 36,9 iperf -c <ip> -t 60
TCP RX 33,4 37,1 iperf -s
UDP TX 52,1 52,2 iperf -c <ip> -t 60 -u -b 80M
UDP RX 57,3 64,9 iperf -s -u

Test configuration: Iperfapp run on STM32H747 CM7/400Mhz, GCC, Wi-Fi router: NEC Aterm WX7800 (11ax).

STM32H747 DISCO + CYW55500

Throughput, Mbit/s

TCP/ UDP Command
2.4G 5G
TCP TX 44,7 48,7 iperf -c <ip> -t 60
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Throughput, Mbit/s
TCP/ UDP Command
2.4G 5G
TCP RX 30,1 39,3 iperf -s
UDP TX 78,8 80 iperf -c <ip> -t 60 -u -b 80M
UDP RX 62,3 63,7 iperf -s -u

Test configuration: Iperf app run on STM32H747 CM7/400Mhz, GCC, Wi-Fi router: NEC Aterm WX7800 (11ax).

STM32H747 DISCO + CYW55572

Throughput, Mbit/s

TCP/ UDP Command
2.4G 5G
TCP TX 53,4 57,1 iperf -c <ip> -t 60
TCP RX 37,5 40,3 iperf -s
UDP TX 82,9 83,1 iperf -c <ip> -t 60 -u -b 80M
UDP RX 64,8 64,8 iperf -s -u

Test configuration: Iperf app run on STM32H747 CM7/400Mhz, GCC, Wi-Fi router: NEC Aterm WX7800 (11ax).

STM32N6570DK + Murata 2FY (CYW55513) with external power

Throughput, Mbit/s
TCP/ UDP Command
2.4G 5G 6G
TCP TX 44,3 46 46,3 iperf -c <ip> -t 60
TCP RX 40,3 38,9 39,9 iperf -s
UDP TX 102 98,7 103 iperf -c <ip> -t 60 -u -b 100M
UDP RX 78,5 76,6 80,1 iperf -s -u

Test configuration: Iperfapp run on STM32N6570 CM55/600Mhz, GCC, Wi-Fi router: Asus AXE11000.

5.2 WLAN manufacturing test application (Wifi-Mfg-Tester) for FreeRTOS
The Wifi-Mfg-Tester is used to validate the WLAN firmware and radio performance of Wi-Fi chips.

The Wifi-Mfg-Tester acts as a transport layer between the host "wl tool" and the WLAN firmware. It receives the
commands from the wl tool and forwards them to the WLAN firmware using IOVAR/IOCTL commands. The
Tester also relays the response received back from the WLAN firmware.

The wl tool binaries for testing the WLAN firmware are also included in this application repository.
This example demonstrates how an STM32H7 can be used to host CYW43xxx/CYW55xxx connectivity devices.

5.2.1 Hardware

Refer to the section on the STM32 hardware configuration descriptions as appropriate: Using STM32H747
DISCO Kit
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Test setup is shown below:

Windows Host PC STM32HT7ILS device CYW43xx
e .
= = WIFI MFG sDIo WIFI MFG
UART | 3 =
WL Tool ‘ - @ F | application «—— ] FW
| COM port /
5.2.2 Other software

Install a terminal emulator if you don't have one. Instructions in this document use Tera Term.

This application requires the WL tool running on a Windows PC. The pre-built executables for the WL tool are
available in the wi-tool-bin.

5.2.3 Project components

The following list shows the only components used in this project:
e Wifi/wem

o  Wifi/wifi-mw-core

e  Wifi/wifi-host-driver (WHD)

e Wifi/whd-bsp-integration

e Wifi/connectivity-utilities

e  Wifi/LwlIP

o Platform/pal (PAL, HAL, core-lib)

e Platform/abstraction-rtos (configured for the FreeRTOS kernel)
e Platform/device

e MfgTools/wifi-mfg-test
5.2.4 Example project start/import

You can open the example by copying this example from the Pack to an appropriate location:

C:\Users|\<USER>\STM32Cube\|Repository\Packs\Infineon\Connectivity-STM32\1.8.0\Projects)|
STM32H747I-DISCO\Applications\wifi_mfqg_tester

Once you have copied the example, you can then open itin STM32CubeMX and export to your IDE using the
steps from the Wi-Fi Scan example: Example project start/import, Generate code, Build the project.

5.2.5 Project hardware setup

Refer to section Hardware Setup.
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5.2.6 Operation

1. Gotothe WL tool directory:

# cd wl-tool-bin
2. Resetthe board by pressing the Reset button.

3. Runthe command on Windows host for the WLAN chip on the target board:

wl.exe --serial <port> ver
For example:
#wl.exe --serial 5 ver

cmd resp: 7/19/2017 build O
wlO: Jan 11 2022 21:32:24 version 13.10.271.280 (c32f£f79 CY WLTEST) FWID 01-
3566e923

4, Observe the output of the command.

The list of WL commands which can be retrieved by typing --help. Partial output of the command and
display is as follows:

# wl.exe --serial 5 -help
Usage: wl.exe [-alil <adapter>] [-h] [-d|ul|x] <command> [arguments]
-h this message and command descriptions
-h [cmd] command description for cmd
-a, -1i adapter name or number
-d output format signed integer
-u output format unsigned integer
-X output format hexadecimal
ver get version information
cmds generate a short list of available commands

ioctl echo check ioctl functionality

up reinitialize and mark adapter up (operational)
down reset and mark adapter down (disabled)
out mark adapter down but do not reset hardware (disabled)

On dual-band cards, cards must be band-locked before use.
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5.3 Bluetooth® Manufacturing Test Application for FreeRTOS

The Bluetooth® Manufacturing Test Application is used to validate the Bluetooth® Firmware and RF
performance of Cypress SoC Bluetooth® BR/EDR/LE devices.

The Bluetooth® MFG Application acts as a transport layer between the host "WMBT tool" and Bluetooth®
Firmware. Mfg Test Application receive commands from the WMBT tool and forwards them to the Bluetooth®
firmware. The Bluetooth® MFG Application also relays the response received back from Bluetooth® firmware.

This example demonstrates how an STM32H7 can be used to host CYW43xxx/CYW55xxx connectivity devices.

Test setup is shown below:

Windows Host PC STM32HT7/LS device CYW43xx
e .

WMBT UART L BT MFG HCI UART BT

application (_f—‘ @ application «— 7 Controller

l COM port {

5.3.1 Hardware

Refer to the section on the STM32 hardware configuration descriptions as appropriate:
e Using STM32H747 DISCO Kit

5.3.2 Other software

e This application requires the WMBT Tool running on a windows PC and uses a UART port for
communication with the target. The pre-built executables for the WMBT Tool are available in
bt_mfg_tester/wmbt-tool-bin directory, which sync from btsdk-utils. The user guide is in Bluetooth®
Manufacturing Test Tool.

o Usethe IQxeltool as a transmitter to send a fixed count test packet to ensure whatever is sent from the
transmitter is received without any error.

e Use a Sniffer to ensure that whatever is included in the test packet is in same transmit channel, packet
length and data patterns from the transmitter. Better to test it in the shield room to avoid air interference.

5.3.3 Project components

The following are the only components used in this project:

e Bluetooth/btstack

e Bluetooth/btstack-integration

e Platform/pal (PAL, HAL, core-lib)

e Platform/abstraction-rtos (configured for the FreeRTOS kernel)
e Platform/device (configured as CYW43012)

User guide 63 002-32903 Rev. *H
2025-11-11


https://github.com/cypresssemiconductorco/btsdk-utils
https://www.cypress.com/file/298091/download
https://www.cypress.com/file/298091/download

o _.
AIROC™ Wi-Fi/Bluetooth® STM32 Expansion pack user guide < | N f| neon

Manufacture tools

5.3.4 Example project start/import
You can open the example by copying this example from the Pack to an appropriate location:

C:\Users|<USER>\STM32Cube|Repository\Packs\Infineon\Connectivity-STM32\1.8.0\Projects)|
STM32H747I-DISCO\Applications\bt_mfg_tester

Once you have copied the example, you can then open it in STM32CubeMX and export to your IDE using the
steps from the Wi-Fi Scan example: Example project start/import, Generate code, Build the project.

5.3.5 Project hardware setup

Refer to section Hardware Setup.

5.3.6 Operation

1. Goto WMBT tool directory

2. Reset the Board by pressing Reset button

3. Runthe command on Windows Host for the proper BT Chip on target board.
4. Observe the output of the command

List of wmbt commands with Bluetooth® LE function which can be retrieved by typing --help Partial output
of the command and display is below.
wmbt reset COMx

5.3.6.1 Example output

# wmbt.exe reset COMb5

cmd resp: MBT BAUD RATE: 115200
TRANSPORT MODE: 0 (HCI)

Opened COM5 at speed: 115200
Close Serial Bus
Opened COM5 at speed: 115200

Sending HCI Command:
0000 < 01 03 OC 00 >

Received HCI Event:
0000 < 04 OE 04 01 03 0C 00 >

Success
Close Serial Bus
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6 Build and program sample project for STM32N6570-DK board

The procedure to build and program a sample application for the STM32N6570-DK board is different from other

STM32 variants. Follow these instructions.

6.1 Generating code on STM32CubeMX

Currently, the STM32CubeMX has a bug that it cannot save the default FreeRTOS task configuration in a .ioc file.
You have to modify the default FreeRTOS task as follows before generating code.

1. Open the .ioc file using STM32CubeMX.

2. Select Pinout & Configuration tab > Middleware and Software Packs > X-CUBE-FREERTOS > CMSIS

RTOS2 > Tasks and Queues > default Task.

Pinout & Configuration Clock Configuration

v Software Packs

STMicroelectronics X-CUBE-FREERTOS.1.3.1_Appli Mode and Configuration |

Middleware and Software Packs Runtime contexts
First Stage Boot Loader Application External Memory Loader
FSBL  Appli ExtMe [
v t
EXTMEM_LOADER e

0OO000Do
0O000D

128 StartDef... Default

U...|LOgE \senerauo... |- __JANIOCaNIO
Dynamic NULL

© CMSIS RTOS2

DUTTEY ... | LONUOI DIOC....
NULL

[@cuserreemos | w | v [ w ]|

3. Modify the task configuration as follows:

e Task name: Change Task name per the following table
e Stacksize: Change to 2048

[os ] 0w |

e Entry Function: Change Entry Function name per the following table

e Code Generation Option: Change to “As weak”

The following table shows the Task name and Entry Function for each application.

Application Task name Entry function
wifi_scan WiFi_Task WiFiTask
wifi_join_wpa3 WiFi_Task WiFiTask
wifi_bt_tester ConsoleTask console_task
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Application Task name Entry function
wifi_mfg_tester mfg_test_client mfg_test_client_task
wifi_mqtt_client mqtt_client mqtt_client_task

The following image shows the Edit dialog used to modify a task configuration.

[ 1Edl( X
Priority

S (Words) 2048 5

Entry Function console_task

Code Generation Option As weak
‘Pa’aw-atﬂr NUL

Allocation Dynamic
iﬁ.ﬁer Name
‘ Control Block Name

| ok |

6.2 Code Fix after Generating Code (only for Bluetooth)

Currently, STM32CubeMX cannot generate BT/DMA related code correctly. Most of the code are added as used
define code. So, you don’t need to care of them.

But you need to modify one line manually as follows.
[Appli\Core\Src\stm32n6xx_hal_msp.c]

void HAL_UART_MspInit(UART_HandleTypeDef* huart)

{
(...)
else if(huart->Instance==USART?2)
{
(...)
/* USART2 interrupt Init */
HAL_NVIC_SetPriority(USART2_IRQn, 5, 0); // <======change priority from 0to 5
HAL_NVIC_EnablelRQ(USART2_IRQn);
/* USER CODE BEGIN USART2_Msplnit 1 */

6.3 Build and Program STM32N6 sample project

The STM32N6 Project consists of two binary images. You have to build and program both of them.

v _:_:] wifi_bt_tester (in STM:
» (= Drivers
> > ThreadSafe
> | wifi_bt_tester_Appli (in Appli)|
>[I wifi_bt_tester_FSBL (in FSE
LA wifi_bt_tester.ioc

o <sample project name>_FSBL: Boot loader. Stored at 0x7000°0000. It just load Appli from XSPI FLASH
to SRAM.
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o <sample project name>_Appli: Main body of application. Stored at 0x7010°0000. It’s loaded by FSBL.
In addition, STM32N6 is different from other STM32 variants for the following two steps:

e Twoimages must be signed by the ST tool after compile for trusted/secure boot.

e When programming two images, the external loader is used. Run/Debug configuration is not used for
programming image to N6.

In the default N6 sample projects, these two steps are configured as “Post-build steps” in project file. You don’t
need to take care of them. However, when you change device/modules, additional steps are needed. See the
details in Change Device/Module of Sample Project.

The steps to build and program FSBL and Appli are as follows:
1. Setthe STM32N6570-DK board to program mode.

Set the BOOT1 switch of the N6 board to high and push the reset button.

2. Click Build for FSBL project. It builds wifi_bt_tester_FBSL. Then, the post-build steps add the signature to
the .bin file and program it using the external loader.

You will see the following log if programming was successful.

R RAGRAC RS R R N IR i -t - v‘ r|ﬂ
a = B g= Outline x
There is no act
8] Problems | Tacks E) Console x [T Properties X| &5 G| M- &S B8 = 0

TiSE_SEgIENg TUUE_CTireAT EN WA SO oS ter i SoTeoa

ST-LINK SN : @e56@@2F323451@E33353533
ST-LINK FW : VW3J16M9

Board : STM32NB578-DK
Voltage T 3.3V

SWD freq : 80088 KHz
Connect mede: Hot Plug
Reset mode : Software reset
Device ID 1 Bx486

Revision ID : Rev B
Revision ID : Rev B
Device name : ST32N657
Device type : MCU
Device CPU : Cortex-M35
BL Version : --

Opening and parsing file: wifi_bt_tester_FSBL-Trusted.bin

Memory Programming ...

File : wifi_bt tester_FSBL-Trusted.bin
Size : 6@.88 KB
Address 1 @x7ee8808

Erasing memory corresponding to segment 8:
Erasing external memory sector @
Download in Progress:

File download complete
Time elapsed during download operation: @@:00:00.367

11:25:34 Build Finished. @ errors, @ warnings. (tock 38s.758ms)

|mo Build Analyzer == Static Stack Analyzer @ Cyclomatic Complexity % Debug &g Progress E%# Disassembly X Enter location here
No debug context
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3. Click Build for the Appli project. It builds wifi_bt_tester_Appli. Then, the post-build steps add the signature
to .bin file and program it using external loader.

You will see the following log if programming was successful.

%) Problems ] Tasks ] Console x [T Properties X oS FRER-BESE MB-f-=8

T SR aTig TOUE_CEI T AT DA W T E_De_SeSTer _ApPeL s oa

ST-LINK SN : @856882F3234518E33353533

ST-LINK FW @ V3J16M3

Board : STM32N6578-DK
Voltage T 3.3V

SWD freq : B8ea KHz
Connect mode: Hot Plug
Reset mode : Software reset
Device ID  : @x436
Revision ID : Rev B
Revision ID : Rev B

Device name : ST32N657
Device type : MCU

Device CPU : Cortex-M55

BL Version : --

Opening and parsing file: wifi bt _tester_Appli-Trusted.bin

Memory Programming ...
File : wifi_bt_tester Appli-Trusted.bin
Size : 1.18 MB
Address i Bx70100000

Erasing memory corresponding to segment @:
Erasing external memory sectors [16 33]
Download in Progress:

File download complete
Time elapsed during download operation: 88:88:87.191

11:38:85 Build Finished. @ errors, 1 warnings. (took 31s.545ms)

i) Build Analyzer =& Static Stack Analyzer (&) Cyclomatic Complexity % Debug g Progress ZZ Disassembly 3 Enter lc
No debug context

4. Setthe STM32N6570-DK board to normal mode.

Set the BOOT1 switch of the N6 board to low and push the reset button.

6.4 Generate trusted binary for STM32N6

If you add manually a signature to the binary instead of using the “Post-build steps” described in the Build and
program STM32N6 sample sroject section, follow this procedure:

Open a command prompt and type the following command:

C:\Program
Files\STMicroelectronics\STM32Cube\STM32CubeProgrammer\bin\STM32 SigningTool CLI.e
xe -bin <Project Name>.bin -nk -of 0x80000000 -t fsbl -o <Project Name>-
Trusted.bin -hv 2.3 -dump <Project Name>-Trusted.bin

<Project Name>.bin is a binary after after being compiled. The two files are located as follows:

e FSBL: STM32CubelDE\FSBL\Debug\<Project Name>_FSBL.bin
e Appli: STM32CubelDE\Appli\Debug\<Project Name>_Appli.bin

<Project Name>-Trusted.bin is a binary after being signed. Generate a signed binary for both FSBL and Appli
and program them as described in the Program signed binary using STM32CubeProgrammer section.
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6.5 Program signed binary using STM32CubeProgrammer

If you program a signed binary file manually instead of using “Post-build steps” described in the Build and
Program STM32N6 Sample Project section, follow this procedure:

1. Setthe BOOT1 switch of the N6 board to high and push the reset button.
2. Run STM32CubeProgrammer.

3. SetAccess Port to 1 and click the Connect button.

STM32CubeProgrammer - o X
[ s _ﬁ @ Dzta Information Notice 191 n u X -‘f; ‘y’

— Memory & file editing

" Devir.e memaory Open file .

' Address 0x08000000 | « | Size 0x400 Data width | 32-bit = | Find Data

Address 0 4 8 (o
0x08000000 341037F0 180020C5 18001B19 18000D0D
0x08000010 18001801 18000C35 180025ED 00000000
0x08000020 00000000 00000000 00000000 18002519
0x08000030 18000CC5 00000000 18001B31 180025D5
0x08000040 18000025 18000025 18000025 18000025
0x08000050 18000D25 18000D25 18000D25 18000025
0x08000060 18000025 18000025 18000025 18000025

Log Live Update  Verbosity level

1452:17 : Reset mode : Hardware reset
1452:17 : Device ID : 0x486

14:52:17 : Revision ID: Rev B

14:52:17 : Revision ID : Rev Z

14:52:17 : UPLOADING ...

14:52:17 : Size : 1024 Bytes
14:52:17:  Address : 022000000
14:52:17 : Readl pragress:

14:52:17 : Time elapsed during the read operation is: 00:00:00.008

4, Selectthe External Loaders tab.

145217: Size  : 1024 Bytes
145217 Address  : 0x8000000
14:52:17 : Read progress:

14:52:17 : Time elapsed during the read operation is: 00:00:00.008

5. Search for STM32N6.
6. Select MX66UW1G45G_STM32N6570-DK as the external loader.
STM;ZCU‘JEP’(O’QW’I’VHMEI’ - o V - - o - - D X

a2 W @ Data information Notice 19 n u X
External loaders

allable external loaders Q | STM32N6 | Deselect all FIELNIE

Select Name Board Start Address Memory Size Page Size

|_| MX25UM51245G_STM32N6570-NUCLEQ  STM32N6570-NUCL... 0x70000000 64M 0x1000

MXB6UW1G45G_STM32N6570-DK STM32N6570-DK 0x70000000 128M 0x1000

SDMMC_STM32ZM6570-DK STM32NB570-DK 0x80000000 0x1000
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7. Select the Erasing & Programming tab.

8. Select the FSBL binary in File path.

9. Setthe Start address to 0x7000°0000.

10. Select Verify programming. Deselect other options.
11. Click the Download button.

12. Select Appli binary in File Path.

13. Set Start address to 0x70100°0000

14. Select Verify programming. Deselect other options.

15. Click the Download button.

STM32CubeProgrammer = a x
@ Dsta Information Notice 490 n u X 7‘&: ‘y’

Erasing & Programming @ Connected

Erase flash memory | Erase external memory

File path C\Users\Momena\STM32Cube\Example\Ne | =

IStalt address 0x70100000 I

@ote for sect

\:| Skip flash erase before programming
Verify programming ‘:‘ Full Flash memory checksum

\:| Run after programming

Start Programming

Log Live Update  Verbosity level (@)1

14:52:17 : Reset mode : Hardware reset
14:52:17 : Device ID : Ox486
14:52:17 : Revision ID : Rev B
14:52:17 : Revision ID : Rev Z
14:52:17 : UPLOADING ... -
145217; Size  :1024 Bytes Target info
14:52:17: Address  :0x8000000
14:52:17 : Read progress:

14:52:17 : Time elapsed during the read operation is: 00:00:00.008

16. Click the Disconnect button.

17. Set the BOOT1 switch to low and push the reset button on the STM32N6-DK board.
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7 Change device/module of sample project

When you build a sample application for a different device/module, follow these steps.

7.1 Before generating code on STM32CubeMX
1. Change device/module on the STM32CubeMX as follows.

e Select Pinout & Configuration > Software Packs

e Select Show components for context and then the appropriate option for multi-core: (e.g., Cortext-M7
for STM32H7, Appli for STM32N6)

e Expand Infineon.Connectivity-STM32 > Wireless Connectivity > Platform

] Software Packs Compoment Sevecice

Packs

[ Pach/Bunde s Conponeet | Statee | Vewes | Seecten | |
inecn Conmectnty STMID |
Connectrty
*
e
ath
=] /]

£
3
>

o000

1000

[ Cweel |
2. Back up the linker script for the multi-core device (STM32H7, Nucleo-H7).

Go to STM32CubelDE/CM7/STM32HT. Under the sample project folder is a .FLASH.Id linker script for
STM32H7 that has custom settings. Back up this file.

> wifi_bt tester »  STM32CubelDE > CM7 3
D B W MNSotr = View- o ee-
] Mame -

Application
E.cprnject
E.pru:u_iect

| B | STM32HT4TXIHA_FLASH.Id
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3. Remove the STM32CubelDE folder under sample project folder in order to remove previous device/module
settings.

[ Mame
Ch4
CM7

EWARM

I [CJ° STM32CubelDE I

extSettings
readme. bt

E wifi_bt_testerioc

4. Modify the build option in the .extSettings file under the sample project folder according to the selected
device.
O Name
Ch4
M7
EWARM
(" sTM32CubelDE
- readme.txt

m wifi_bt_testerioc

The .extSettings has a line De fine= that is used as the build option/macro of the sample application. Edit
this line as follows.

e (CYW43012/43439/4373: Must NOT include BLHS SUPPORT and DM_43022C1. If they exist, remove both.
e CYW555x1/5557x: Must include BLHS SUPPORT. Must NOT include DM 43022C1.
e CYW43022: Must include both BLHS SUPPORT and DM 43022C1.
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Note: You can confirm these settings in the STM32CubelDE after generating code by STM32CubeMX.

In STM32CubelDE, select Project > Properties > C/C++ Build > Settings > MCU/GCC Compiler >
Preprocessor.

[ Properties for wifi_scan_CM7 O X

type filter text Settings A

Resource
Builders
wv C/C++ Build Configuration: Debug [ Active ] ~ | Manage Configurations...
Build Variables

Environment N
B Tool Settings  # Build Steps Build Artifact Binary Parsers @ Ermror Parsers

Logging
Settings # MCU Toolchain Define symbols (-D) & & 8 5 H
C/C++ General (# MCU Settings DEBUG
CMSIS-SVD Settings & MCU Post build outputs
Project References ~  MCU GCC Assembler ULP_SUPPORT
Run/Debug Settings # General DM_43022C1
& Debugging CORE CM7
@8 Prepracessor USE_HAL_DRIVER
- STM32HT747xx
€2 Include paths CYBSP_WIFI CAPABLE
# Miscellaneous CY_USING_HAL
v & MCU GCC Compiler CY_STORAGE_WIFI_DATA="whd_fw"
2 General STM32_THREAD_SAFE_STRATEGY=5

# Debugging

* Preprocessor

# Include paths

(# Optimization Undefine symbols (-U) &

# Wamnings

(£ Miscellaneous
~ 5 MCU GCC Linker

= General

(= Libraries

& Miscellaneous

[[] Do not search system directories (-nostdinc)

[]Preprocess only (-E)

Restore Defaults Apply

@ Apply and Close Cancel

5. Click the Generate Code button.

6. Restore the linker script that was backed up in step 2 to the newly generated STM32CubelDE folder.
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7.2 Restore project settings in STM32CubelDE

If the sample project uses floating point variables with printf/scanf (e.g., wifi_bt_tester), enable floating point
with printf/scanf library as follows:

1. Select Project > Properties > Settings > MCU Settings > Use float with printf/scanf.

[ Properties for wifi_bt_tester CM7 o x
type filter text Settings " .
Resource N
Builders N Sy N _—
: i ve v
v C/C++ Build onfiguration: 9 anage Configurations..

Build Variables

Environment

Logging
C/C++ General
CMSIS-SVD Settings
Project References

B Tool Settings & Build Steps

& MCU Toolchain

2 MCU Settings

MCU Post build outputs

Build Artifact lei Binary Parsers €3 Error Parsers

~ Floating-point unit FPv5-D16
Run/Debug Settings

Floating-point ABI Hardware implementation (-mfloat-abi=hard)

.’w“:"- Preprocessor Instruction set Thumb2
(& Include paths
3 Miscellaneous Runtime library Reduced C (--specs=nano.specs)

& MCU GCC Compiler [ Use float with printf from newlib-nano (-u _printf_float
eneral | Use float with scanf from newlib-nano (-u _scanf_float)

2 Debugging

(2 Preprocessor

(2 Include paths

(2 Optimization

(& wamings

(& Miscellaneous
v B MCU GCC Linker

(% General

(& Libraries

(2 Miscellaneous

? ) Apply and Close Cancel
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2. Ifthe application includes C++ source code (e.g., wifi_bt_tester), convert the project from C to C++.

Right click on the project and select Convert to C++.

=

{5 Project Explorer X =R : B
v [T wifi_bt_snetar
& Drivi New

&> Thre Go Into

Open in New Window
Show In Alt+Shift+W

&A Copy Ctrl+C

@ N )
K Delete Delete
s

us
ER wifi Mov
Rename... F2

Source

2 Import..

Export...
Build Project
Clean Project
Refresh F5
Close Project
Close Unrelated Projects
Build Configurations
Build Targets
Index

O Runas

1% DebugAs
Team
Compare With

Restore from Local History..

%’ Run C/C++ Code Analysis

Configure

3. (Thisis STM32N6 only) Restore the post-build steps.
Add post-build command to the wifi_bt_tester_FSBL project.
a. Rightclick on the <sample project> _FSBL project and select Properties.
b. Onthe dialog, select C/C++ build -> Settings -> Build Steps -> Post-Build Steps -> Commands.

c. Add the following command:

cd "${ProjDirPath}/Debug" && echo y | "C:\Program
Files\STMicroelectronics\STM32Cube\STM32CubeProgrammer\bin\STM32 SigningTool CL
I.exe" -bin "${ProjName}.bin" -nk -of 0x80000000 -t fsbl -o "${ProjName}-
Trusted.bin" -hv 2.3 -dump "${ProjName}-Trusted.bin" | "C:\Program
Files\STMicroelectronics\STM32Cube\STM32CubeProgrammer\bin\STM32 Programmer CLI
.exe" -c port=SWD mode=HOTPLUG AP=1 -el "C:\Program
Files\STMicroelectronics\STM32Cube\STM32CubeProgrammer\bin\Externalloader\MX66U
W1G45G STM32N6570-DK.stldr" -d "${ProjName}-Trusted.bin" 0x70000000

d. Click Apply and Close.

[ Properties for wifi_bt_tester_FSBL (u] X

type filter text Settings =1 v 8
> Resource
Builders
Configuration: Debug [ Active ] “ Manage Configurations...
Build Vanables
Environment

JSON Compilation Datak ) Tool Settings § #* Build Steps Build Artifact | o1y Binary Parsers| €3 Error Parsers

oaging

Pre-build steps

/C++ General Command:
CMSIS-SVD Settings
Project References Y
Run/Debug Settings =
Post-build steps
Command:

ammer\bin\ExternalLoader\MX66UW1645G_STM32N6570-DK.stldr" -d "${ProjName}-Trusted.bin" 0x7000000¢

Description:
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Add post-build command to wifi_bt_tester_Appli project.
a. Rightclick on the <sample project>_Appli project and select Properties.
b. Onthe dialog, select C/C++ build -> Settings -> Build Steps -> Post-Build Steps -> Commands.

¢. Add the following command:

cd "${ProjDirPath}/Debug" && echo y | "C:\Program
Files\STMicroelectronics\STM32Cube\STM32CubeProgrammer\bin\STM32 SigningTool CL
I.exe" -bin "${ProjName}.bin" -nk -of 0x80000000 -t fsbl -o "${ProjName}-
Trusted.bin"™ -hv 2.3 —-dump "${ProjName}-Trusted.bin" | "C:\Program
Files\STMicroelectronics\STM32Cube\STM32CubeProgrammer\bin\STM32 Programmer CLI
.exe" -c port=SWD mode=HOTPLUG AP=1 -el "C:\Program
Files\STMicroelectronics\STM32Cube\STM32CubeProgrammer\bin\ExternalLoader\MX66U
W1G45G _STM32N6570-DK.stldr" -d "${ProjName}-Trusted.bin" 0x70100000

d. Click Apply and Close.

[ Properties for wifi_bt_tester_ Appli o X

| type filter text Settings N ek
Resource
Builders

C/C++ Build Configuration: Debug [ Active ] Manage Configurations...

Build Vaniables
Environment

JSON Compilation Datat %) Tool Settingq ,#* Build Steps Build Artifact | oy} Binary Parsers| €@ Error Parsers

Loggin:
EChE) Pre-build steps

s Clees Qeneral Command:
CMSIS-SVD Settings
Project References

Description:
Run/Debug Settings

Post-build steps

| [rer\bin\Externall.oader\MX86UW1G45G_STM32NGST0-DK.stldr -d *${ProjName}-Trusted.birf 0x7010000¢ |

Restore Defaults Apply

@ vApply and Clcsei Cancel
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8 Special options and setup

8.1 STM32H7xx - using serial flash

There may be a need for extra internal Flash space when running applications on STM32H7xx. A significant
amount of internal Flash can be saved if the Wi-Fi stack is placed on an external Serial Flash memory module.
The STM32H7471-DISCO board has MT25QL512ABB8ESF-0SIT memory IC present for this purpose.

e STM32H7471-DISCO has serial Flash in dual-bank Quad-SPI mode
e STM32H7 has QSPI HW block

Additional settings are needed to enable placing the Wi-Fi stack firmware on external memory:

1. Linker script (*.ld) has external memory address defined:

QSPI (rx) : ORIGIN = 0x90000000, LENGTH = 131072K

2. Linker script has section name defined where Wi-Fi stack will be located during linkage:

.whd fw :

{

__whd fw start = .;
KEEP (* (.whd_fw))
__whd fw end = .;

} > OSPI

3. Preprocessor macro name added:

CY STORAGE WIFI DATA=".whd fw"

BSP-files have to be added:
BSP\stm32h747i discovery gspi.c
BSP\stm32h747i discovery gspi.h
BSP\Components\mt25t101g\mt25t101lg.c(*.h)
BSP\Components\mt25t101g\mt25t101lg.c(*.h)
BSP\Components\mt25t101g\mt25t101lg conf.h

4. BSP Initialization routine call have to be added:

/* Configure External Memory to Memory Mapped Mode*/
/* QSPI info structure */
BSP _QSPI Info t pQSPI Info;
uint8 t status;
/*##-1- Configure the QSPI device #######FHHFFHFFHFFHFFHFFSFFRFFRFFEFHEFFRSY/
/* QSPI device configuration */
BSP_QSPI Init t init ;
init.InterfaceMode=MT25TL01G QPI MODE;
init.TransferRate= MT25TLO1G DTR TRANSFER ;
init.DualFlashMode= MTZSTLOIG_DUALFLASH_ENABLE;
status = BSP_QSPI Init(0,é&init);
if (status != BSP _ERROR NONE)
{
printf ("\r\n ERROR: BSP QSPI Init () failed \r\n");
Error Handler();
}
/*##-2- Read & check the QSPI info ######FFHFFHFFHFFHFFHFFHFHRFFRFHRFHRFHE/
/* Initialize the structure */

POSPI Info.FlashSize (uint32 t)0x00;
PQSPI Info.EraseSectorSize = (uint32 t)0x00;
PQSPI Info.EraseSectorsNumber = (uint32 t)0x00;
PQSPI Info.ProgPageSize = (uint32 t)0x00;
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PQSPI Info.ProgPagesNumber =
/* Read the QSPI memory info */
BSP_QSPI GetInfo (0, &pQSPI Info);

(uint32 t)0x00;

/*##-6-Memory Mapped Mode ######t##dttt#tit ittt ittt sttt dttttsssr/

status =
if
{

BSP _QSPI EnableMemoryMappedMode (0) ;
(status != BSP_ERROR NONE)

printf ("\r\n
Error Handler () ;

}

ERROR: BSP_QSPI EnableMemoryMappedMode ()

failed \r\n");

5. Programming of the Serial Flash should be performed with appropriate Flash Loader selection:

Debug Configurations

Create, manage, and run configurations

ebgser] & Staroap] b Source] Bl Common

Reset behaviour

Type: | Connect under resst Halt all cores

Device settings

Debug in low power modes: Enable

while halted: No configuration

Serial Wire Viewer (SW)
Enable

RTOS Kernel Awareness
Enable RTOS proxy

Oriver settings

External loaders

o %

Loader Enabled Initialize

Mise

Filter matched 9.of 11 items

@

Close

7": External Loader X
Add External Loader
Select the external loader to add to the launch configuration |
External Loader‘.[ ] Workspace..  File system.. \
| Enabled
Initialize ‘
? oK Cancel
Note: External flash (MT25QL512ABB8ESF) requires 3.3 V for normal operation.
8.2 STM32H7xx - using internal flash (BANK2) to store Wi-Fi FW

The internal flash space on STM32H7xx is divided into two banks: BANK1 (1M) is used for CM7, BANK2 (1M) is

used for CM4. The steps to reuse part of BANK2 to store Wi-Fi firmware images:
1. Update the linker script (*.ld):

a. Add WIFI_FLASH memory definition to the MEMORY section of the linker script:

WIFI FLASH (rx) ORIGIN = 0x08140000, LENGTH =
BANK2 (0x08100000) with 768K offset */
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b. Define the whd_fw section where the Wi-Fi FW will be located during linkage:

.whd fw :

{

__whd fw start = .;
KEEP (* (.whd_ fw))

_ _whd fw end = .;

} >WIFI FLASH

2. Addthe reprocessor macro name:

CY STORAGE WIFI DATA=".whd fw"

8.3 STM32L562 - using serial flash

The Wi-Fi application can’t fit STM32L5x internal flash due to size constraints. MCU has 512kB of area when
connectivity firmware reaches over 1MB.

To resolve this external memory module is used, present on STM32L562E-DK board.

The project has the following additional settings made to enable placing WiFi stack firmware on external
memory:

1. Linker script (*.ld) has external memory address defined:

OSPI (rx) : ORIGIN = 0x90000000, LENGTH = 65536K

2. Linker script has section name defined where WiFi stack will be located during linkage:

.whd fw :

{

__whd fw start = .;
KEEP (* (.whd_ fw))
__whd fw end = .;

} > OSPI

3. Preprocessor macro name added:

CY STORAGE WIFI DATA=".whd fw"

With given setup, the compiler and linker will split a resulting image into two pieces, which will reside in both -
internal and external memory of an STM32L562E-DK.
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8.4 STM32L562 - serial flash programming

8.4.1 Using STM32CubeMX IDE

To program resulting image into the target device an appropriate Flash loader has to be selected:

Right-click on a project, select Debug As > Debug Configurations...

m workspace_1 - wifi_scan/Application/User/Core/main.c - STM32CubelDE
File Edit Source Refactor Navigate Search Project Run Window Help
Huil g [ ®BvQR @i GigivES vy fvEvi~vOrQRvi® v 'R v X
% Project Explorer 2 E1 S 7 & © B [2 mainc 2
R N . \iern_cone
v [ wifi_sca N o BEGIN Header */
— New >
nclul Go Into KKK KK KKK KK KKK AR KKK KK KKK KKK KK KK KKK KKK KKK
% = i : main.c
= > Appl Open in New Window! z
o i : Main program body
Eaau: Show In ARSI Bsnrs ok sor R R SR kRS A KRR KA
=
x ¥ & B Copy Ctri+C 0
. Paste Ctri+V . .
% Delete Delete er>&copy; Copyright (c) 2021 STMicroele(
e s Is reserved.</center></h2>
Move.. ware component is licensed by ST under
Rename... F2  |the "License"; You may not use this fild
i Import se. You may obtain a copy of the Licensg
: Exportm www. st.com/SLAG04A
& Build Project FRHAA KK A KKK KA KKK AAA KA F KK KKK AR KKK AKAAKK
& Debt Clean Project
. > Drive &1 Refresh F5 END Header */
> & Mida Close Project
W STM: Close Unrelated Projedt & Console &2 [T Properties
m wfff_s Build Configurations > §can] ]
5 wifi¢ Build Targets > |-o "wifi_scan.elf" @"objects.list" -mc
index , [target: wifi_scan.elf
Show in Remote Systens view wifi_scan.elf
© RunAs > ump -h -S wifi scan.elf > "wifi scan.l
++ Debug As k—) [ 1STM32 Cortex-M C/C++ Application n.
Profile As i Debug Configurations...
>
leam default.size.stdput
Compare With >
Restore from Local History... wifi_scan.hex
Generate Code
& Convertto C++ wifi_scan.lis
%’ Run C/C++ Code Analysis . B .
Configure 5 opy -0 ihex wifi_scan.elf wifi_scan.hex
Properties Alt+Enter
1T2:01:12 Build Finished. O errors, O warnings. (took 1m:35
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Select the external loader (see steps illustrated in the following image).

Select "wifi_scan Debug" and select the Debugger tab.
Scroll down and find the External Loader.
Click Add button to add external loader.

[ Debug Configurations

Create, manage, and run configurations

RiE Name: | wii_scan Debug

type fifter text Mam»— Startup % Source| © Common
% C/C++ Application
[ C/C++ Attach to Application s P* 0 CotexM33
[ C/C++ Postmortem Debugger Reset behaWour
[ C/C++ Remote Application

Type: [c der reset
£ GDB Hardware Debugging ype naer rese

& Launch Group Device settings

~ BSIM32 C/C+ + Appiication Debug in low power modes: No configuration
[ wifi_scan Debug

Suspend watchdog counters while halted: No configuration

Serial Wire Viewer (SWV) RIOS Kernel Awareness
[] Enable [_] Enable RTOS Proxy
o 1100 Driver settings
mit SWI ThreadX
etect cortex m0

External loaders.

Loader Enabled  Initialize

Misc

[ Verify flash download

[“IEnable live expressions

[ iog to file: 5\a wifi_mifg ifi_mfg_tester\STM 1L
[] Shared ST-LINK

[ Max halt timeoutis):

Filter matched 8 of 8 items

»

Enter the appropriate loader in the External loader dialog:
MX25LM51245G_STM32L562E-DK.stldr

[I5 external Loader X

Add External Loader

Select the external loader to add to the launch configuration

SUENEEE EEIMX2 5LM51245G_STM32L562E-DK stidr Workspace... File system...

[“] Enabled

[ nitialize

Program your target with "Run" or "Debug" command.
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9 Create a new project from scratch

This section takes you step-by-step through the process of creating a project file from scratch.

9.1 Create a project for specific board

1. Startcreatinga project viathe ACCESS TO BOARD SELECTOR option.

[ STM32CubeMX Untitled

W

)

T

Existing Projects

Recent Opened Projects

Other Projects

File

iy

Window Help

New Project

I need to :

Start My project from MCU

ACCESS TO MCU SELECTOR

Start My project from ST Board

ACCESS TO BOARD SELECTOR

Start My project from Example

ACCESS TO EXAMPLE SELECTOR

)

& About STM32

X

oy x O/

Manage software installations

Check for STM32CubeMX ...

CHECK FOR UPDATES

Install or remove embedde...

INSTALL / REMOVE

omaskons |
B
| L >

spplication tooks
R

? External Tools

2. Select aboard.

e Enter/select the board number.

e Click onyour selected board.

e Select Start Project.

[Z3 New Project from a Board

Vendor

Type

[ Discovery Kit
-

MCU/MPU Series

O -

Fe... Large

STM32H7 Series

Productis in mass

Boards List: 1 item

Docs & Res

Commercial Part Number
production STM32H7471-DISCO

&

g
31 kPLVEYIBB STMicroelectronics STM32H7471 Discovery |
DISCO Kit Board Support and Examples

Part Number : STM32H747]-  Unit Price (US$): 97.0
Active DISCO

Mounted Device
STM32H747XIHx

The STM32H747
Discovery kit is a
demonstration ar
platform for STM
STM32H747XIH6
designed to simp

ct Export

|| overview X|Commercial Part..__| _Type _ X|Marketing S..X]unit Price (. X]Mounted ...X]

e *l ? - STM32HT471DISCO Discovery Kit ~ Active 97.0

J

Other

Price =97.0

&

97.0

Oscillator Freq. =0 (MHz)

®
@
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9.2

expansion pack

Enable software components from AIROC™ Wi-Fi/Bluetooth® STM32

1. Select the Pinout & Configuration tab.

2. Select Software Packs.

3. Select Select Components

This will open the Software Packs Component Selector dialog with a list of the installed packs and their

contents.

o, ®

[ STM32CubeMX Untitled*: STM32H747XIHx STM32H7471-DISCO

File

STM32H747XIHx -

B

Pinout & Configuration

A Softwar

STM32H7471-DISCO

Clock C afiguration

Window Help

a o = [m]
¢ oy x &y

Project Manager

/ Untitled - Pinout & Configuration

re . K
[Select Components

System view

4. Select Infineon under Pack Vendor.

. — » Manage Software Packs
‘
[ Software Packs Component Selector %
System C
Filters Packs
Analog * © ® @ = S O Show components for context: [Cortex-M7
Timers || Search Pack  Bunde  Component [ Staus [Verson | Seectin | &
/{finfineon AIROC-Wi-Fi-Bluetooth-STM32 e 150
Connectivi Connectivity 15.0
Bluetooth
Multimedig ~ Pack Vendor bstack Not selected v
Security
[] SEGGER v Wif
Computing [ STMicroelectronics network-interface 150  [LwiP
150  [wcM
O WES = z
Middlewar wifi-host-driver 150
[ emotas .
- . wpa3-extemal-supplicant 15.0 ]
race an
ElppdOtis whd-bsp-integration 15.0
Powsrand | D oSSt connectivity-utilities 150
secure-sockets 150 a
Utilities Software Component Class LwiP 15.0
[ Application mbedtls 15.0 ]
I 15.0 ]
[ Artificial Intelligence pe
& v Platform
Audio
pal 156.0
LIBLE Festites abstraction-tos 150  [FreeRTOS
[ BLE_Manager device 150  [CYW43012
[J Bluetooth module 150  [MURATA
[ Board Extension v MfgTools
[ Board Part command-console 15.0 ]
[ Board Support wifi-mfg-test 15.0 m}
v 10.3.1
[ CANopen Middleware
~ J
M eMSIs

5. Select the components you need for your project.

All projects will use three ‘Platform’ components. If you are using Wi-Fi, select all the ‘Wifi’ components. If
you are using Bluetooth® LE, select all ‘Bluetooth’ components.

Note:

or combined.

Platform components are required for each type of application - either Wi-Fi-only, Bluetooth-only

a. Forthe ‘Platform / device’ component, select the appropriate connectivity device for your system
(CYW43012, CYW4343W or CYW43438, etc.).

b. Forthe ‘Wifi / network-interface’ component, select the appropriate network interface for your system
(LwIP or NetxDuo).
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c. Forthe ‘Wifi / wem’ component, select the appropriate variant (WCM or WCM /WPS/MBEDTLS).

e WCM Variant compiles only Wi-Fi connection manager files, which provide a set of APIs that can be
used to establish and monitor Wi-Fi connections on Infineon platforms that support Wi-Fi

connectivity.

e WCM /WPS/MBEDTLS Variant also includes APIs to connect to a Wi-Fi network using Wi-Fi Protected
Setup (WPS) methods which uses MBED TLS security stack.

6. Click OK.

9.2.1

Module selection

The AIROC™ Wi-Fi/Bluetooth® STM32 expansion pack has a software component named module configuration
(in the "Platform" section), which is used to select different modules for the Connectivity device. Also, you can
select the USER_MODULE variant for custom configuration. To do this, provide own your NVRAM header,
Firmware, CLM somewhere in your project (for example, in the "Core/Inc" folder).

E Software Packs Component Selector
Packs
® 0

Pack / Bundle / Compones
- Infineon. Connectivity-STM32

Connectivity

> Bluetooth

(1 2

O
0>

abstraction-rtos
> MigTe

M; are
> RoweBots. | FUNISONRTOS
SEGGER I-CUBE-emb0OS

device

module

g e

> STMicroelectronics X-CUBE-Al
> STMicroelectronics X-CUBE-ALGOBUILD
> STMicroelectronics X-CUBE-ALS

> STMicroelectronics X-CUBE-AZRTOS-HT

g feaa

Show components for context: |Cortex-M7

| Statws | Version ] _Selecon .| g

140
140

14.0 MURATA-

8.0.0¢
130¢
101¢

3.0.0 ¢

Module Device

Description

MURATA-1LV CYW43012

Type 1LV is a small and high-performance module based on Infineon CYW43012
combo chipset which supports Wi-Fi® 802.11a/b/g/n + Bluetooth® 5.0
BR/EDR/LE up to 72.2Mbps PHY data rate on Wi-fi® and 3Mbps PHY data rate on
Bluetooth®. 2Mbps LE PHY is also supported. The WLAN section supports SDIO
v2.0 SDR25 interface and the Bluetooth® section supports high-speed 4-wire
UART interface and PCM for audio data.

MURATA-1YN CYW43439

Type 1YN is a small and high-performance module based on Infineon CYW43439
combo chipset which supports Wi-Fi® 802.11b/g/n + Bluetooth® 5.2 BR/EDR/LE
up to 65Mbps PHY data rate on Wi-fi® and 3Mbps PHY data rate on Bluetooth®.
The WLAN section supports SDIO v2.0 interface and the Bluetooth® section
supports high-speed 4-wire UART interface and PCM for audio data.
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Module Device Description

Type 1DX is a small and high-performance module based on Infineon
CYW4343W combo chipset which supports Wi-Fi® 802.11b/g/n + Bluetooth®5.1
MURATA-1DX CYW4343W | BR/EDR/LE up to 65Mbps PHY data rate on Wi-fi® and 3Mbps PHY data rate on
Bluetooth®. The WLAN section supports SDIO v2.0 interface and the Bluetooth®
section supports high-speed 4-wire UART interface and PCM for audio data.

FC909A is a high-performance Wi-Fi 4 and Bluetooth® LE (5.2) module in an LCC
package. It can be used to establish WLAN and Bluetooth® connections. With an
ultra-compact size of 12.0mm x 12.0mm x 1.95mm, FC909A optimizes the size
and cost for end-products.

CYW9P62S2-M2BASE- CYW4373 Infineon’s AIROC™ CYW4373/CYW4373E/CYW43732 single-chip combo device
4373 features 1x1 dual-band 2.4 GHz and 5 GHz Wi-Fi 5 (802.11ac) and Bluetooth®5.2.

STERLING-LWB5plus CYW4373 Sterling LWB5+ development board.

Type 2AE is a small and very high-performance module based on the Infineon
CYW4373E combo chipset which supports Wi-Fi 802.11a/b/g/n/ac +
Bluetooth® 5.2 BR/EDR/LE up to 433Mbps PHY data rate on Wi-Fi and 3Mbps
PHY data rate on Bluetooth®.

Type 2EAis a small and very high-performance module based on Infineon
CYW55573 combo chipset which supports Wi-Fi® 802.11a/b/g/n/ac/ax 2x2 MIMO
Bluetooth® 5.3 BR/EDR/LE up to 1.2Gbps PHY data rate on Wi-Fi® and 3Mbps
PHY data rate on Legacy Bluetooth® (EDR), and 2Mbps PHY data rate on
Bluetooth® LE. The WLAN section supports PCle v3.0 Gen 2 and SDIO 3.0
interface and the Bluetooth® section supports high-speed 4-wire UART
interface and PCM for audio data.

QUECTEL-FC909A CYW43439

MURATA-2AE CYW4373

MURATA-2EA CYW55573

The CYW55573 implements highly sophisticated enhanced collaborative
coexistence hardware mechanisms and algorithms, which ensure that WLAN
and Bluetooth® collaboration is optimized for maximum performance.

Type 2BC is a small and very high-performance module based on the Infineon
CYW4373 combo chipset which supports Wi-Fi® 802.11a/b/g/n/ac +
Bluetooth® 5.2 BR/EDR/LE up to 433Mbps PHY data rate on Wi-Fi® and 3Mbps
MURATA-2BC CYW4373 PHY data rate on Bluetooth®. The WLAN section supports SDIO v3.0 DDR50
interface and the Bluetooth® section supports high-speed 4-wire UART
interface and PCM for audio data. Both WLAN and Bluetooth® section support
USB2.0 interface too.

Infineon’s AIROC™ CYW43022 an ultra-low power single-chip, combo device
features 1x1 dual-band 2.4 GHz and 5 GHz Wi-Fi 5 (802.11ac) and Bluetooth® 5.4.
With a low-power architecture, the CYW43012 is ideal for battery powered
applications where best-in-class power consumption is critical. An embedded
Bluetooth stack and Wi-Fi networking offloads allow the CYW43022 to maintain
connectivity activity even while a host processor is in low-power sleep mode.

CYW43022 CYW43022

The CYW55500 is a low-power, single-chip device that supports single-stream,
tri-band, Wi-Fi 6/6E, IEEE 802.11ax-compliant Wi-Fi MAC/baseband/radio and
Bluetooth®/Bluetooth® Low Energy 5.3. In 802.11ax mode, the device supports
rates up to 1024 QAM MCS11 in 20 MHz channels. All legacy rates in the
CYW955513WLPA CYW55500 | 802.11a/b/g/n/ac are also supported. Included on-chip are 2.4 GHz, 5-7 GHz
transmit power amplifiers (PA) and low-noise amplifiers (LNA). The device is
also capable of operating with external power amplifiers and low-noise
amplifiers, and antenna diversity, if improved range is required. An SDIO v3.0
interface or GSPI are available for interfacing with the host.
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Module Device Description

The AIROC™ CYW55572 is part of the Wi-Fi 6 and Bluetooth® 5.3 SoC family. The
highly integrated solution supports Wi-Fi 6 features, is Dual-band capable
CYW955572FCIPA-SM CYW55572 | (2.4G, 5G). It offers an exceptional video/audio streaming and seamless gaming
experience in congested network environments and significantly reduces
latency, while also decreasing total Bill of Materials cost and board space.

The AIROC™ CYW55573 is part of Infineon’s Wi-Fi 6/6E and Bluetooth® 5.3 SoC
family. The solution supports Wi-Fi 6/6E features, is tri-band capable (2.4G, 5G,
6G). Its features improve range, power efficiency, network robustness, and
CYW955573M2IPA1-SM CYW55573 | security, while reducing the total Bill of Materials cost and board space. The
solution delivers an exceptional high-quality video/audio streaming and
seamless connectivity experience in congested network environments and
significantly reduces latency by operating in the 6G spectrum.

Custom USER-MODULE configuration, in this case User should provide own

USER-MODULE ALL NVRAM header somewhere in project (e.g. in Core/Inc folder).

9.3 Enable Software pack
1. Select the Pinout & Configuration tab.
2. Expand Middleware and Software Packs and select AIROC-Wi-Fi-Bluetooth-STM32
3. Click the checkbox next to Wireless Connectivity.
4. Configure different Settings including these (this will generate cybsp.h):
e  Wi-Fi Country Code
e WL_REG_On Pin
e BT_REG_OnPin

e SDMMC Clock Override
e BTUARTTX, RX, RTS, CTS

[T STM22CubeMX wifi scanioc STMEZHTATXIHx STM32HT4TI DISCO - a x
? O x £
STM > o >
T File Window Help ® oy > Kyr
CO GENERATE CODE
o Pinout & Configuration Clock Configuration
Q 2 3 D Pinout view
| Catzgoies | =] H
Middleware and Sofware Packs Runtins ¢o
| Cotecwz L Cotexid
prcwramensr] o | & M
— = =3 El[Vireless
FATFS_M
FREERTOS M4 =
v =
L]
() -CUBE-emb0S CLM Country Settings
@ CY_WIF_COUNTRY WHD_COUNTRY_UNITED_STATES
CUSTOM_COUNTRY_CODE_ENABLE
u] ] e i N CY_WIFI_COUNTRY_CUSTOM WHD_COUNTRY_UNITED_STATES
o) o CY WFLCOUNTRY WHD_COUNT Sasic Parameters
- s sefegns 1S
ok o WHD_COUN CYBSP_WIFI_HOST | P13
- ::’zl:":‘el:"\f‘ln WL PC6 CYBSP_BT.P e
s 3 c
= hoe i CYBSP_BT_DEVICE_WAKE Ne
CYBSP BT POWER \ CYBSP_BT_HOST_WAKE NC
L] CYBSP_BT_DEVICE_WAKE ic CYBSP_BT_UART_TX e
= CYBSP_BT_HOST_WAKE C CYBSP_BT_UART_RX e
CYBSP BT UART TX o CYBSP_BT_UART_RTS NC
° CYBSP BT UART RX CYBSP_BT_UART_CTS Ne
b CYBSP BT UART RTS CYBSP_WIFI_HOST_WAKE_IRQ_EVENT CYHAL_GPIO_IRQ_RISE
R x CYBSP_BT_UART_CTS CYHAL_ISR_PRIORITY_DEFAULT 7
@ CYBSP_WIF|_HOST_WAKE_IRQ_EVENT CYBSP_USER BTN NC
B X0 IRF-ATRTNRHT LA IER ARARTY NESATE T CYHAL_UART_MAX_INSTANCES 3
SDMNIC_CLK_FREQ_OVERRIDE 0
COMMAND_CONSOLE_UART_TX NC
COMMAND_CONSOLE_UART_RK Ne
CYHAL_SDIO_DMA_BUFFER_SIZE 0
H *
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9.4

Country Code Configuration

Infineon

WLAN Devices have support for different Country Code based on the CLM file, which is specific to Module
vendors.

Some CLM files do not have support for all countries. So, you need to configure Country Code based on the
WLAN TX/RX regulations and CLM blob, which is loaded.

9.5

Select FreeRTOS version and configure Stack Size and Heap size as required for the application.

FreeRTOS configuration

1]

Pinout & Configuration

al ]

Categories | A->T

[ STM32CubeMX wifi_scan.ioc: STM32H747XIHx STM32H7471-DISCO

-
ST .

O X

File Window Help Ag) n oy -k Lyy
wifi_scan.ioc - Pinout & Configuration GENERATE CODE

Clock Configuration Project Manager Tools
v Software Packs v Pinout

FREERTOS_M7 Mode and Configuration :

Analog >

Connactivity >
Multimedia >
Security >
Computing
Middleware oV
FATFS_M4
FATFS_MT
REERTOS I
* FREERTOS_M7
OPENAMP_M4
OPENAMP_M7

- O%

Runtime contexts:

Corex M7 PowerDomain
D1
Interface [CMSIS_V2 ~]

Configuration

Reset Configuration

@ Config parameters

Configure the below

Q © O L]

[ MINIMAL_STACK_SIZE ] * o
MAX_TASK_NAME_LEN 16
USE_16_BIT TICKS Disabled
IDLE_SHOULD_YIELD Enabled
USE_MUTEXES Enabled
USE_RECURSIVE_MUTEXES Enabled
USE_COUNTING_SEMAPHORES Enabled
QUEUE_REGISTRY_SIZE 8
USE_APPLICATION_TASK TAG Disabled
ENABLE_BACKWARD_COMPATIBILITY Enabled
USE_PORT_OPTIMISED_TASK_SELECTION Disabled
USE TICKLESS IDLE Disabled
USE_TASK_NOTIFICATIONS Enabled
RECORD_STACK_HIGH_ADDRESS Disabled

~+ Memory management settings
Memory Allocation Dynamic / Static

[ TOTAL_HEAP_SIZE 0x8000 Bytes ] * e
Memory Management scheme heap 4
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Under Tasks and Queues, configure Default task and its stack size.

[ STM32CubeMX wifi_scan.ioc: STM32H747XIHx STM32H7471-DISCO X

- O
stmz 4 File Window Hel » 1o S ¢
i v X Ay
TV - STM32HT747I-DISCC wifi_scan.ioc - Pinout & Configuration GENERATE CODE

Pinout & Configuration Clock Configuration Project Manager Tools

v Software Packs v Pinout

FREERTOS_MT Mode and Configuration

)

Categaries

val

Analog > Runtime contexts:
PawerDomain
Timers > D1
Comectity N Interface [CMSIS_V2 ~]
Multimedia >
Configuration
Security >
Reset Configuration
Computing e * @ Tasks and Queues @ Timers
© Config parameters )
Middleware e T
. Toe me |_Proy Tlack e Jenty Furc oo Gane | Potsnotr | Alcaten Toutr taneloenro oo J| L ] e
FATFS M4 WiFi Task [osPriorityN._[p048  [WiFiTask  |As weak  |NULL [Dynamic  [NULL NULL
FATFS_M7 1
REERTOS i
o * FREERTOS M7 Edit Task X
ErEE Task Name \Fljasld
Priority osPriorityNormal ~
Stack Size (Words) 2048 Add Delete
OPENAMP_IM4 Queues Entry Function iFiTask
CPEAME W7 TN G | oo Generaion Option s e )=
Parameter NULL
Allocation Dynamic ~
Buffer Name
Control Block Mame

Add Delste

9.6 MbedTLS configuration

The mbedTLS is required by LwIP (Lightweight IP) WCM (Wi-Fi Connection Manager) Pack's components. To
enable mbedTLS. The STM32L5 MCU is used as an example to demonstrate Crypto features (AES, HASH, etc.)
HW acceleration configuration:

Open the project's *.10C file w/ STM32CubeMx.
Navigate to Infineon Pack's components and switch WCM to WCM/WPS/mbedTLS.
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[I] STM32CubeMX wifi_scan.ioc: STM32L562QEIxQ STM32L562E-DK

-
sTmz2 W File

CubeMX
Clock C -nfiguration

o * Pinout & Configuration
A~ Software Packs

Window

wifi_scan.ioc - Pinout & Configuration

- X

Help © oy x L&y

Project Manager

Q Select Components

A ]

== System view

AltU

n — Manage Software Packs
Categoriey
Software Packs Component Selector

Securit
n
wifi-ho:

Comput [ RoweBots
[ SEGGER

Middle: conne
[ STMicroelectronics
Trace a
[J emotas LwiP
Ponerg [ potGme ~ Platform
[0 wolfSSL pal
Utilities abstra
Software Component Class v device
Softwar

MfgTools

[ Antificial Intelligence

X B

System|  Filters Packs

* @ L2 o . = % Show components for context: [Cortex-M7 ~
Analog © ® O & s s @ P
- Search v Pack / Bundle / Component | Status | Version [ Selection ____| -
imers ~ Infinean Connectivity-STM32 @ 120

120
Connec Connectivity
> Bluetooth

Multime| | Pack Vendor v - wi

[ ARM network-interface

whd-bsp-integration

secure-sockets

st-dnver

ctivity-utilities

»
120

ction-rtos 120 FreeRTOS ‘

S 120 [CYW43012 v

() =

GENERATE CODE

Infineon

Navigate to Select Components, select Middleware and then select MBEDTLS for target device and select the

Enabled check box.

[ STM32CubeMX wifi_scanioc*: STM32L 562QF1xQ STM321562E-DK

-
stz W File Window

CubeMX

Home
Pinout & Configuration Clock Configuration
v Software Packs

ol 0~

Categories

Timers >

Enabled *

Caonnectivity >

Multimedia >

Security >

Computing >
(1 rr—

FATFS
0>
@ Alternate implementation
L]

wifi_scan.ioc - Pinout & Configuration GENERATE CODE

X

Help © oy x &7

Project Manager Tools
v Pinout
MBEDTLS Mode and Configuration

v al

Configuration

s Configuration

@ Feature support

[Configure the below parameters -

aFem ] ©

~ Modules

Trace and Debug >

Show Advanced Parameters @
.

Ensure that the following features and modes are enabled by performing appropriate steps:

o mbedTLS sources are added to application

e mbedTLS configis applied to support Infineon's connectivity middleware

MBEDTLS ENTROPY HARDWARE ALT
MBEDTLS AES ROM TABLES
MBEDTLS CIPHER MODE CBC
MBEDTLS NO PLATFORM ENTROPY
MBEDTLS ENTROPY FORCE SHA256
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MBEDTLS_AES_C
MBEDTLS_SHA256 C

Note: Set "Not defined" for unneeded modes to reduce memory consumption and eliminate unused
code.

Configure the below parameters

General
MBEDTLS_AESNI_C
MBEDTLS_AES_C
MBEDTLS_ARC4_C
MBEDTLS_ASN1_PARSE_C

x:éggz:;i:‘zﬁiﬁic Genwa:ﬁ[lu)ﬂ S_TEST_NULL_ENTROPY |
s ns
xgggngﬁﬁ'sum:c V;Bt DTL SikiA:’IiH L \;\ S\ITVILI M; MORY
MBEDTLS_ARIA_C MBEDTLS_ECP_NIST_OPTIM
MBEDTLS_CCM_C Not Defined rl}?g?}fVEES;F?ESTARI\AE‘.L‘E‘W.'
9.6.1 Crypto HW acceleration
STM32 offers HW acceleration for the following crypto-related functions:
STM32H7 STM32L5 | Notes
RNG + +
AES .\ AES-128/256
(ECB, CBC, CTR, GCM GMAC, CCM)
HASH N SHAL, SHA224, SHA256, MD5
HMAC SHA1, HMAC SHA224, HMAC SHA256, HMAC MD5
PKA + Public Key Cryptography
OTFDEC1 + On-the-fly decryption of Octo-SPI external memories (AES-128)
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The IP modules listed above must be enabled (Activated) from the "Security" section of STM32CubeMX
configurator.

[ STM32CubeMX wifi_scan.ioc*: STM32L562QEIXQ STM32L562E-DK = O X
File Window Help © oy x Ly
K wifi_scan.ioc - Pinout & Configuration GENERATE CODE
Clock Configuration Project Manager
Vv Software Packs Vv Pinout
[ AES Mode and Configuration
System Core > Activated
Analog >
Timers >
Connectivity >
Multimedia >
=
9 * Configuration
OTFDECY Reset Configuration
PKA
RNG © Parameter Settings sta s S
Configure the below parameters |
Computing > ! J . i
~ Algorithm
Middleware v Data encryption type AES ECB
v Parameters
i Data type 32b
KeySize 128b
Encryption/Decryption key 00000000 00000000 00000000 00000000

To enable HW acceleration the following literals have to be defined for mbedTLS (should be done in
STM32CUbeMX configurator):

MBEDTLS_AES ALT

MBEDTLS CCM_ALT

MBEDTLS GCM_ALT
MBEDTLS MD5 ALT
MBEDTLS_SHA1 ALT
MBEDTLS_SHA256 ALT

MBEDTLS ENTROPY HARDWARE ALT
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[ STM32CubeMX wifi_scan.ioc*: STM32L562QEIxQ STM32L562E-DK == O X

Pinout & Configuration Clock Configuration Project Manager Tools
v Software Packs Vv Pinout
Q MBEDTLS Mode and Configuration
System Core > Enabled
Analog > Configuration
Timers >
Connectivity >
|Configure the below parameters ‘
Multimedia > o —
Q| 0 ) ® ‘ Show Advanced Parameters | @
Security M ~ Modules
5 MBEDTLS_AES_ALT Defined
v AES MBEDTLS_ARC4_ALT Not Defined
HASH MBEDTLS_ARIA_ALT Not Defined
OTFDECA MBEDTLS_BLOWFISH_ALT Not Defined
PKA MBEDTLS_CAMELLIA_ALT Not Defined
RNG MBEDTLS_CCM_ALT Defined
MBEDTLS_CHACHA20_ALT Not Defined
MBEDTLS_CHACHAPOLY_ALT Not Defined
Computing > MBEDTLS_CMAC_ALT Not Defined
4 MBEDTLS_DES_ALT Not Defined
* Middleware v MBEDTLS_DHM_ALT Not Defined
1 N MBEDTLS_ECJPAKE_ALT Not Defined
FATFS MBEDTLS_GCM_ALT Defined
NEEOTOC MBEDTLS_NIST_KW_ALT Not Defined
e * MBEDTLS ' L MBEDTLS_MD2_ALT Not Defined

File Window Help © oy x L&y

4

After these steps, source files marked with *_alt suffixes (meaning "alternative", not the original mbedTLS
version) will be added into the user's project. They will provide an interface between the mbedTLS crypto

functions and its HAL HW counterpart.

9.6.2 HW source of entropy example

To obtain a good source of entropy used for a public/private key generation and other cryptographic functions:

Enable the RNG module in the STM32CubeMX configurator.

[ STM32CubeMX wifi_scan.ioc* STM32L562QEIxQ STM32L562E-DK

S =
N =

smz2 U File Window Hel Ao n [ > ] —}g L

Cullmf 3 = y ’l

Pinout & Configuration Clock Configuration Project Manager Tools
Vv Software Packs Vv Pinout

Q| RNG Mode and Configuration

Analog >
Timers >
Connectivity >
Multimedia >
(1 B e—

v AES

HASH

OTFDEC1

BRA Configuration
* RNG
Reset Configuration

@ Parameter Settings

Computing >

[Configure the below parameters
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Set MBEDTLS_ENTROPY_HARDWARE_ALT to "Defined" in the STM32CubeMX configurator:

I STM32CubeMX wifi_scan.ioc*; STM32L562QEIxQ STM32L562E-DK = (] X
= 5
stmz2 W File Window Hel 49y n -k ‘
Cu‘hor,‘b 3 u , y’
S Q- S B62E- wifi_scan.ioc - Pinout & Configuration GENERATE CODE

Pinout & Configuration Clock Configuration Project Manager Tools
Vv Software Packs v Pinout
MBEDTLS Mode and Configuration

Home

wal

Configuration

Multimedia >

© Alternate implementation &

@ Version and modes ® Feature
Security ¥ e

Configure the below

v AES Q| ) Q * Show Advanced Parameters | @
HASH Not Def

MBEDTLS_ECP_DOUBLE_JAC_ALT

OTFDEC1 MBEDTLS_ECP_NORMALIZE_JAC_MANY_ALT Not Defined
IR MBEDTLS_ECP_NORMALIZE_JAC_ALT Not Defined
YRNG MBEDTLS_ECP_DOUBLE_ADD_MXZ_ALT Not Defined
MBEDTLS_ECP_RANDOMIZE_MXZ_ALT Not Defined
MBEDTLS_ECP_NORMALIZE_MXZ_ALT Not Defined
Computing ’ - Platform
o MBEDTLS_ENTROPY_HARDWARE_ALT ‘ G’
* WREETEE vl '—wsmmwmr—m—na-nsm—'
B MBEDTLS_PLATFORM_TIME_ALT Not Defined
FATFS MBEDTLS_PLATFORM_FPRINTF_ALT Not Defined
MBEDTLS_PLATFORM_PRINTF_ALT Not Defined
* l MBEDTLS_PLATFORM_SNPRINTF_ALT Not Defined
ASaRe MBEDTLS_PLATFORM_NV_SEED_ALT Not Defined

The tool will add hardware_rng.c source file to the user's project. This will provide
the mbedtls_hardware_poll() implementation, which relies on the devices' HW RNG IP block.

A call to the standard STM32 HAL RNG API (HAL_RNG_GenerateRandomNumber()) will be used by the system to
fulfill the mbedTLS entropy pool.

9.7 Wpa3-external-suplicant

Library wpa3-external-suplicant supports WPA3 SAE authentication using HnP (Hunting and Pecking Method)
using RFC https://datatracker.ietf.org/doc/html/rfc7664 and H2E (Hash to Element Method) using RFC
https://datatracker.ietf.org/doc/html/draft-irtf-cfrg-hash-to-curve-10 and following 802.11 spec 2016.

This library required mbedTLS version 2.25.0. To enable wpa3-external-suplicant supports:

Navigate to Infineon Pack's components, then Wifi and enable wpa3-external-supplicant and mbedTLS.

[ Software Packs Component Selector x
Packs
= & @ > Showcomponents for context: Conex7 v
Pack / Bundie | Campanent | status | Verson ] Selection |
o *  Infinean. Cannectiity-STM32 @ 130
~ Wireless Connectiity 2 130
> Bluetooth
.0
network-nterfa ) 130 twip .
wem ¢ 130 = v
wifihost-driver ) 130
wpa3-extemal-supplicant 2 130 * 0
wh-bs pintegration @ 130
connectivity-utilties ) 130
secure-sockets 130 )
LwiP D 130
mbedtls o) 130 * o
Piatform
> MfgTaals
“ RTOS Middleware 1031
> FresRTOS
> RoweBots -CUBE-UNISONRTOS ssoen o [IEEEEE
> SEGGER |CUBE-emb0S 1308 [ st |
e
8 20w
> STMicroslectronics X-CUBE-AI 7308 [ st |
> STMicroelectronics X-CUBE-ALGOBUILD 130 | nstall |
> SThicroslectronics X-CUBE-ALS 1014 | instal |
= ———
EN N
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Navigate to Select Components, select Security and then select RNG for target device and select the Enabled
check box, and enable Activated check box.

Caizgories | A

Pinout & Configuration

STM32CubeMX wifi_join_wpa3.ioc: STM32H747XIHx STM32HT471-DISCO - o X
il P
i i i
sTmz O File Window Help @ oy < Ly

SCO > wifi_join_wpad.ios - Pinout & Configuration

v Software Packs

Clock Configuration

Analog
Timers

Connectivity

o + Sacurity

Computing
Middieware

Trace and Debug
Power and Thermal
Utiities

Software Packs

< Infi

»

| Conexiir L Cotexchis |
i

Project Manager

v Pinout

GENERATE CODE

PowerDomain
D2

Clock Ermor Detaction

After generating your code copy mbedtls_user_config.h folder from Infineon pack to your project directory
(e.g. CORE/Inc folder):

C:\Users\<USER>\STM32Cube|Repository\Packs\Infineon\Connectivity-
STM32\1.8.0\Middlewares\Third_Party\configs| mbedtls_user_config.h

Add Preprocessor macro name: MBEDTLS_USER_CONFIG_FILE="mbedltls_user_config.h"

[ Properties for wifi_scan_CM7

Resource
Builders
v C/C++ Build

Build Variables
Environment
Logging
Settings

C/C++ General

CMSIS-SVD Settings

Project References

Run/Debug Settings

Settings

Configuration: |Debug [ Active]

i Tool Settings 5 Build Steps

& MCU Toolchain
(5 MCU Settings

=
(2 General

~ B MCU GCC Compiler

Build Artifact lsu Binary Parsers 3 Error Parsers

R

~ |  Manage Configurations...

5 General

Define symbols (-D) 8
=3 il
& MCU Pest build outputs | [ enT1 S UISER_CONFIG.FILE="mbedtis_user_configh”
~ 8 MCU GCC Assembler CORE CMT
USE_HAL DRIVER
(2 Debugging STM3ZHT4Tix
(2 Preprocessor e pUFL ChPABLE
- _USING |
& Include paths §TM32_THREAD_SAFE_STRATEGY=5
(2 Miscellaneous
neral
bugging
reprocessor
clude paths
ptimization
amings
ICU GCC Linker Undefine symbols (-U) 8

&
=

(2 Libraries

(2 Miscellaneous

[J Do not search system directories (-nostdinc)
[ Preprocess only (-E)

(&)

o -

Apply and Close,

Cancel
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Add implementation for Mbedtls entropy, as shown in the following example for STM32H7 RNG:

#include "mbedtls user config.h"
#ifdef MBEDTLS ENTROPY HARDWARE ALT

#include "main.h"

#include "string.h"

#include "stm32h7xx hal.h"
#include "mbedtls/entropy poll.h"

extern RNG HandleTypeDef hrng;

int mbedtls hardware poll( void *Data, unsigned char *Output, size t Len, size t *oLen )
{

uint32 t index;

uint32 t randomValue;

for (index = 0; index < Len/4; index++)
{
if (HAL RNG GenerateRandomNumber (&hrng, &randomValue) == HAL OK)
{
*oLen += 4;
memset (& (Output [index * 4]), (int)randomValue, 4);

}

else
{
Error Handler();
}
}

return 0;

}
#endif /*MBEDTLS ENTROPY HARDWARE ALT*/

For more information, refer to the code example wifi_join_wpa3.

9.8 Configure resources for Wi-Fi connectivity

The following Peripherals and 1/0 lines are required for the host MCU to communicate to Infineon connectivity
device(s) for Wi-Fi:

9.8.1 SDIO

SDIO is used as an interface with Infineon Connectivity devices. The SDMMC HAL component is required for
STM32 host MCU to access/control Infineon connectivity device(s).

1. Addthe API call atinitialization with appropriate handle passed in:

SD HandleTypeDef SDHandle = { .Instance = SDMMC1l };
cy rslt t result = stm32 cypal wifi sdio_init (&SDHandle);

2. SDMMC Interrupt handler must be overwriting in application and call stm32_cyhal_sdio_irq_handler
function:

void SDMMC1 IRQHandler (void)

{
stm32 cyhal sdio_irqg handler();
}
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Make sure the SDMMC instance selected has its pins routed to the Infineon Connectivity device. Follow the
steps listed to enable/configure SDIO in STM32CubeMX:

1. Enable SDMMC block in STM32CubeMX > Pinout & Configuration > Connectivity.

& STM32CubeMX wifi_conf.ioc*: STM32H747XIHx STM32H7471-DISCO = [m] X
=
sTmz2 U File Window Hel n oYy 9(: £
CubeMX 3 Y/
wifi_conf.ioc - Pinout & Configuration GENERATE CODE
Clock Configurati Project Manager Tools
Vv Software Packs
& SDMMC1 Mode and Configuration N {3 Pinout view
Categories 4
4
Analog 7 Runtime contexts:
PoerDomain
: E <+
(1 1 S err— iy
Configuration
Reset Configuration
!
[Configure the below
QSearch (CtltF) | ©@ ©® o
 SDMMC parameters
Clock transition on which the ... Rising transition e e
SDMMC1 SDMMC Clock output enable ... Disable the power save for the clock
SDMMC hardware flow control ~ The hardware control flow is disabled TFBGA240 425 (Top i
i SDMMC clock divide factor 0 (Top view)
Is external transceiver present ? no
@ [ @ b d m =2 q
2. Disable generation function call of SDMMC initialization (MX_SDMMC_SD_Init).
[ STM32CubeMX wifi_conf.ioc*; STM32H747XIHx STM32H7471-DISCO = m} X
= =
stmz W@ File Window Hel o 9 “ k L
2 8 b oy Y/
m wifi_confioc - Project Manager GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager Tools
Driver Selector Register CallBack
H 0 |c |
HAL
Project HAL DISABLE
CORTEX_M7 HAL BISABIE
> ?DMMC HAL e
i REERTOS HAL iSABLE
ADC . HAL DISABLE
CORIER HAL DISABLE
DISABLE
Code Generator DISABLE
DISABLE
Generated Function Calls CortexM7 DISABLE
i ) 3 DISABLE
- DISABLE
| Rak |  FunctionName |[Peripheralinstance Name| m Do Not Generate Function Cal W Visibilty (Static) S
1 MX_GPIO_lnit GPIO O DISABLE
2 SystemClock_Config RCC =] DISABLE
4 MX_SDMMC1_SD_Init  SDMMC1 « e DISABLE
5 MX_FREERTOS_Init FREERTOS_M7 O a DISABLE
DISABLE
DISABLE
DISABLE
DISABLE
DISABLE
DISABLE
DISABLE
DISABLE
DISABLE
[ Generated Function Calls CortexM4 RISAR! F
H *
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9.8.2 Control pins

Infineon Connectivity devices require control lines to be connected to host MCU:

Line Name FW Name Description

WL_REG_ON WIFL_WL_REG_ON Thisis a po.wer pin that shuts down the device
WLAN section.

WL_HOST_WAKE CYBSP_WIFI_HOST_WAKE WLAN Host Wake: Active Low (OOB IRQ)

WLAN Device Wake

WL_DEV_WAKE Note: WL_DEV_WAKE is not used in current
version of PAL.

9.8.2.1 WL_REG_ON

A power pin that shuts down the device WLAN section. WL_REG_ON must be configured as output with
following parameters:

GPIO Parameter Value Note
Direction GPIO_Output
Pin Context Assignment ARM Cortex-M7 Assign to core, where Connectivity run.
GPIO output level Low
GPIO mode Output Push Pull (PP)
GPIO Pull-up/Pull-down No pull-up and no pull-down
Maximum output speed Low
User label WIFI_WL_REG_ON
[ STM32CubeMX wifi_scan.ioc: STM32H747XIHx STM32H7471-DISCO - a X }
S[“:\‘Iw'.'." File Window Help 9 n (03] , %( “ﬂ
e > ST ST 050D s s contgrnan > Ggeeeooey |
Pinout & Configuration Clock Configuration Project Manager Tools
v Software Packs v Pinout
GPIO Mode and (rrﬁ]m;h on : £} Pinout view System vew
4
14
System Core
] Show only Modified Pins
IWDG2 PBY nia Free na Input . Nop. nia na PMO
MOMA PB15_n/a Free nla Input .. No p... nfa na PMO.
[t ‘a ARM. Low Outp Nop Low nia WiF1 ]
PG4 na Free Low Outp.. Nop. low na DSI
na Free wa Input_Nop. na mwa uSD_
v P na Free Llow Outp. Nop. Low na LED1
7 na  Free Outp.. Nop.. Low na LED2 ®
¥ o a Freee Outp.. Nop. Low na LED3 ®
WWDG1 a s Free Outp.. Nop. Low wa LEDA
WWDG2 PO na Free ‘ npt . Nop. na na ARD
PJ  nia Free nput . Nop..na na OTG
PJ3 nla Free Input . Nop..na na ARD ]
Analog m e P — |
TFBGA240 +25 (Top view) o
Timers ssignement ARM Cortex-M7 |
Soonauy GPIO output level |Low |
Multimedia |
GPIO mode |Output Push Pull
Security ‘
GPIO Pull-up/Pull-down {No pull-up and no pull-down
Computing i
|Low
Middleware = m
Trace and Debua LWL Ree N - - 1 Q pcs .‘ o

User guide 97 002-32903 Rev. *H
2025-11-11



o~ _.
AIROC™ Wi-Fi/Bluetooth® STM32 Expansion pack user guide |n f| neon

Create a new project from scratch

9.8.2.2 WL_HOST_WAKE

Host MCU Wake signal from WLAN section. This is required for SDIO out-of-band (OOB) interrupt support.

WL_HOST_WAKE must be configured in External Interrupt mode / EXTI with following parameters:

GPIO Parameter Value Note

Direction GPIO_EXTIxx

Pin Context Assignment ARM Cortex-M7 Assign to core, where Connectivity runs.
GPIO Pull-up/Pull-down No pull-up and no pull-down

User label CYBSP_WIFI_HOST_WAKE

NVIC for EXTI Enable

1. Configurein STM32CubeMX:

[ STM32CubeMX wifi_scan.ioc: STM32H747XIHx STM32H7471-DISCO X

~ o
Sg.}hc:? File Window Help o n [ > ] , ‘k ‘,’

Home wifi_scan.ioc - Pinout & Configuration GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager Tools
v Software Packs Vv Pinout
Q vl @ GPIO Mode and Configuration : &} Pinout view
Gatigara /> . !
System Core v Group By Peripherals v|
BDMA o
CORTEX_M4
CORTEX_M7 Search Signals
D i [ Show only Modified Pins
I GPIO ]
TWOGT JPi.__ISigna_Pin C_GPIO_GPIO_JGPIO. [Maxi_JFast _JUser Mo |
e oL 7 S e e 1 v ey
) PJ3 n/a Free nfa Input_Nop.na nia ARD

MDMA

Pl na Free na Inpt..Nop.na na ARD
= PJ5 n/a Free nfa Input_.Nop.nia nia ARD
s PJ12_n/a Free Low Outp.. Nop. low nia BLC

RCC

a ARM... n/a Exter._Nop._. n/a na CYB..

=
1

: Wa  Free put . Nop. na na A
v SYS_M4 Pl 2 Free Input _Nop. na nia JOY_
WWDG1 P n/a Free Input .. Nop.. nia n/a Joy_
WWDG2 Pidan n/a  Free Input _Nop. nfa na JOY_
/a  Free input . Nop. na na JOY_
a  Free Input _Nop.. na na JOY_
Analog > PKZ nla, Eree o loput__Nopo _ nla nla. IOU -
PJ13 Configuration
,.
— N TFBGA240 +25 (Top view)
Connectiity > Pin Context Assignement |ARM Cortex-M7
Multimedia 2 GPIO mode Extemal Interrupt Mode with Rising edge tnigger det
5
Secuy GPIO PullupPulldown  [No pull-up and no pull-down
Computing >
User Label ICYBSP_WIFI_HOST WAKE
Middleware >

@ @ & m :lQ\PJU |*o
Trace and Debua >
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2. Enable NVIC interrupt for EXTI line:

BOMA o
CORTEX_M4
CORTEX_M7

cli
(o |\
TWOGT
IWDG2

4

MDMA
NVIC1

nNvic2

Analog >

[ STM32CubeMX wifi_scan.ioc*: STM32H747XIHx STM32H7471-DISCO = [m] X
=

stmz W File Window Hel (9 'i k

v ¢ oY x Ly

Clock Configuration Project Manager LS
Vv Software Packs V Pinout
Q| v & GPIO Mode and Configuration {7 Pinoutview % System view
Configuration :
System Core v Group By Peripherals

3. Configure HOST WAKE GPIO pin in AIROC™ Wi-Fi Bluetooth® pack selector.

l [ STM32CubeMX wifi_scan.ioc: STM32H747XIHx STM32H7471-DISCO

STM32 ﬁ File

| GubeMX

Window Help

Home STM32H747XIHx -

Pinout & Configuration Clock Configuration

v Software Packs

Project Manager
v Pinout

O\‘ v & Infineon AIRCC-Wi-Fi-Bluetooth-STM32.1.6.0_M7 Mode and Configuration 1
B - T ——

Runtime contexts:

Analog > Cortex-M7 Cortex-M4 PowerDomain
]

Timers >

Wireless Connectivity * e
Connectivity >
Muitimedia be
Security >

Configuration
| Computing >

Reset Configuration

Middleware and Software Packs hd

® Parameter Settings

|C0nhgure the below

) M7 M4 [Configure the beiow parameters- |
(1 JS T o o G °

~ CLM Country Setlings
FATFS_MT CY_WIFI_COUNTRY WHD_COUNTRY_UNITED_STATES
] CUSTOM_COUNTRY_CODE.. [J

x Hello Praveen

STM32H747I-DISCO wifi_scan.ioc - Pinout & Configuration GENERATE CODE

2E Pinout view

TFBGA240 +25 (Top view)

L] CY_WIFI_COUNTRY_CUSTOM WHD_COUNTRY_XX
FREERTOS_Md v Basic Parameters
« FREERTOS_M7 CYBSP_WIFI WL _REG ON__PCH
® CYBSP_WIFI_HOST_WAKE  PJ13 * e
L] CYBSP_BT_POWER TC
© CYBSP_BT_DEVICE_WAKE NC
j CYBSP_BT_HOST_WAKE ~ NC @
i CYBSP BT UART TX NC  —

(m] X |

®rio

£% System view

va

Infineon

4. EXTI Callback handler must be overwriting in application and call stm32_cyhal_gpio_irq_handler function:

void HAL GPIO EXTI Callback(uintl6_ t GPIO_Pin)
{

stm32 cyhal gpio irg handler (GPIO Pin);
}

5. Configure "muxenab" in WLAN nvram file "wifi_nvram_image.h" depending on the module used.

For example, for Module 1LV, muxenab=0x1; for Module IDX & IYN, muxenab=0x10.
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9.9 Configure resources for Bluetooth® connectivity

The following Peripherals and 1/0 lines required for the host MCU to communicate to Infineon connectivity
device(s) for Bluetooth:

9.9.1 UART

1. Enable UART block in STM32CubeMX > Pinout & Configuration > Connectivity.
2. Configure Mode as Asynchronous.

3. Configure Hardware Flow Control (RS232) as CTS/RTS.

4. Enable UART interrupt in NVIC Settings.

[ STM32CubeMX ble_hello_sensor.ioc*: STM32H747XIHx STM32H7471-DISCO = a X

sus, @ File Window Help o oy x Ly
v
ble_hello_sensor.ioc - Pinout & Configuration GENERATE CODE
Pinout & Configuration Clock Configuration Project Manager
Vv Software Packs Vv Pinout
Q| v © UART4 Mode and Configuration {2 Pinout view 51 System view
| Categuries | - [N S i
4
Runtime contexts
—r - Povetomain {-9
onnectivity =] e
L Mode [Asynchronous <] 7 ¥
Hardware Flow Control (RS232) [CTS/RTS @)
© NVIC Sattings | © DMA Settings s
® Parameter Settings ® User (
NVIC1 Interrupt Table Preemption Priority
DMAT stream? global interrupt m ¢ (
DIMA1 stream3 global internupt ;
JuarT gosal inerrupt ] *
TFBGA240 +25 (Top view)
R

& Q i i i | = 5

5. Add DMA for RX and TX in DMA Settings. Use default settings for RX/TX.

Configuration

Reset Configuration
]

© DMA Settings

ﬂ TFBGA240 +25 (Top view)

Stream

[Select ~
Select

UARTA_RX

UARTS_TX
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6. Enable UART Callback.

Infineon

[ STM32CubeMX ble_hello_sensor.ioc*: STM32H747XIHx STM32H7471-DISCO =

Window Help

ble_hello_sensor.ioc - Project Manager
———
1 Project Manager
NAND

Generated Function Calls CortexM7 ‘ NOR

Pinout & Configuration Clock Configura
Code Generator

3l
. SRAM
Ganerats Gode Fomtion Nane Poripharal inatance Narme ||| Do Not Generate Fuction Call m Visibilty (Static) Tasls
GPIO 5]

MX_GPIO_Init HCD
SystemClock_Config ~ RCC
MX_FREERTOS _Init FREERTOS_M7
MX_LPTIM1_nit LPTIM1
MX_UART4_Init UART4
MX_USART1_UART_Init  USART1

HRTIM
12C
28
IRDA
JPEG
LPTIM
LToC

-

[<H<H<HHC <]
aoEwr s
ooooo
[<H<N<iufim}

MMmC

OSPI

H| PCD

T T—— = S———— —— OSP
RNG

RTC

SAl

SD

SPI

SDRAM

GFXMMU

MDIOS

OPAMP

r Generated Function Calls CortexM4 OTFDEC

SWPMI

O+

SMARTCARD
SPDIFRX
SMBUS

DISABLE
DISABLI
DISAELE
DISABL
DISABLE,
DISAEILEV

DISABLE
DISABLE]
DISABLE]
DISABLE]
DISABLE]
DISABLE]
ENABLE
DISABLE]
DISABLE]
DISABLE]
DISABLE]
DISABLE]
DISABLE]
DISABLE]
DISABLE]
DISABLE]
DISABLE]
DISABLE]
DISABLE]
DISABLE]
DISABLE]
DISABLE -~
DISABLE
DISABLE

Scroll down

ENABLE
DISABLE

9.9.2 LPTIMER
1. Enable LPTIMER block in STM32CubeMX > Pinout & Configuration > Timers.
2. Configure Mode as Counts internal clock events.

3. Enable LPTIMER interrupt in NVIC Settings.

[ STM32CubeMX ble_hello_sensor.ioc*: STM32H747XIHx STM32H7471-DISCO = a X
svo @ File Window Help © oy x L&y
ble_hello_sensor.ioc - Pinout & Configuration GENERATE CODE
Pinout & Configuration Clock Configuration ‘ Project Manager
Vv Software Packs Vv Pinout
Q v LPTIM1 Mode and Configuration £ Pinout view ¥ System view
 cotecers | - I N
4
Runtime contexts
Analog > u}
* _ Mode |Counts intemal clock events v
Timers v
[ Extemal Trigger
. [ Waveform Generation
e
=
t © NVIC Settings
NVIC1 Interrupt Table
LPTIM1 global interrupt TFBGA240 +25 (Top view)
.
@ (2} Lk 4d i | =
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4. Enable LPTIM Callback.

[ STM32CubeMX ble_hello_sensor.ioc: STM32H747XIHx STM32H7471-DISCO = a X
Swm ‘.’ File Window Help A0 n ° , k ‘y’
Clock Configurz 1 ‘ Project Manager
Register CallBack
T
HAL ADC DISABLE
Project DMA HAL CEC DISABLE
RCC HAL CcompP DISABLE
FREERTOS HAL CORDIC DISABLE
LPTIM HAL CRYP DISABLE
UART HAL DAC DISABLE
USART HAL ocMi DISABLE
CORTEX_M7 HAL DFSDM DISABLE
[l Code Generator CORTER WA i g’:lAZD g:z:zi
1 Generated Function Calls CortexM7 ors DISARE
‘ G tion Calls Coy G ETH DISABLE
&3 FDCAN DISABLE
‘ [ R ] [ Perperal nstance Hame | W Do Not Generate Function Cal_| _m Visivity satic) [V
1 MX_GPIO_Init GPIO a NAND DISABLE
2 MX_DMA_Init DMA o NOR DISABLE
Ie * 3 SystemClock_Config RCC (m] (] SDRAM DISABLE
| K MX_FREERTOS_Init FREERTOS_M7 m} [m} SRAM DISABLE
5 MX_LPTIM1_Init LPTIM1 [m] HASH DISABLE
6 MX_UART4_Init UART4 o HCD DISABLE
7 MX_USART1_UART Init USART1 | GFXMMU  DISABLE
HRTIM DISABLE
12C DISABLE
12s DISABLE
IRDA DISABLE
JPEG DISABLE
o=
Generated Function Calls CortexM4 LToC DISABLE
2l MDIOS DISABLE
[ Gevetocose | Rank | Foncton Name ] Prphrsnstancs Name |8 Do ot Geneate Funcion Cal_| 8 sty suve) | OWP
1 MX_DMA_nit DMA 8] osPl DISABLE
9.9.3 Control pins
Infineon Connectivity devices require control lines to be connected to host MCU:
Line Name FW Name Description
Used by the PMU to power-up or power-down the internal regulators
BT_REG_ON CYBSP_BT_POWER y power-up orp &
used by the Bluetooth® section.
Bluetooth® device wake-up: Signal from the host to the CYW43xx
indicating that the host requires attention.
e Asserted: The Bluetooth® device must wake-up or remain
awake.
_ . ® H
BT _HOST_WAKE | CYBSP_BT HOST_ WAKE . Dg as'serted. The Bluetooth® device may sleep when sleep
criteria are met.
The polarity of this signal is software configurable and can be asserted
HIGH or LOW.
Note:  BT_HOST_WAKE is not used in current version of PAL.
Host wake-up. Signal from the CYW43xx to the host indicating that the
CYW43xx requires attention.
e Asserted: host device must wake-up or remain awake.
e De-asserted: host device may sleep when sleep criteria are
BT_DEV_WAKE CYBSP_BT_DEVICE_WAKE met.
The polarity of this signal is software configurable and can be asserted
HIGH or LOW
Note:  BT_DEV_WAKE is not used in current version of PAL.
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9.9.3.1

BT_REG_ON

A power pin that shuts down the device Bluetooth® section. BT_REG_ON must be configured as output with the

following parameters:

GPIO Parameter Value Note

Direction GPIO_Output

Pin Context Assighment ARM Cortex-M7 Assign to core, where Connectivity run.
GPIO output level Low

GPIO mode

Output Push Pull (PP)

GPIO Pull-up/Pull-down

No pull-up and no pull-down

Maximum output speed

Low

User label

CYBSP_BT_POWER

Configuration in STM32CubeMX:

STM32CubeMX ble_hello_sensor.ioc: STM32H747XIHx STM32H7471-DISCO

File Window Help

X

- O
© Hoey x G/

m ble_hello_sensor.ioc - Pinout & Configuration GENERATE CODE

Pinout & Configuration

Clock Configuration

Project Manager

vV Software Packs
GPIO Mode and Configuration

Vv Pinout

2 System view

£ Pinout view

4
»
System Core v Show Al v]
(4]
BDMA
CORTEX_M4 Search Signals
CORTEX_M7 | [ Show only Modified Pins
R
[(m=m | i TSions.[Pin . JGPi0- JoPio TGP0 Wi [Fast .| Ussr - odit.
PA13.. DEB... ARM ... n/a n/a n/a n/a n/a
IWDG2 PA14.__ DEB.. ARM ... n/a n/a n/a n/a n/a
MDMA PB14 UART..ARM ... n/a Altem._Nopu..Low n/a
NVIC1 PB15  UART..ARM ... n/a Altem... No pu... Low n/a
PC14._. RCC_...ARM ... n/a n/a n/a n/a n/a R S
e
PCi5_RCC_.ARM..nfa na na na na F,ﬁ‘;;";”
n/a ARM ... Low pu..low n/a CYB... 2G4 SDA
RCC_..ARM ..n/a  n/ n/a n/a LPTIMI_OUT
RCC_...ARM ... nfa n/a a n/a n/a ')UADS‘PLBH_IOB
UART... Corte... n/a Alten@iNo pu...Low  n/a
P UART... Corte... n/a Altel pu..low n/a
n/a _ Free n/a Exter ¥Nopu._ n/a n/a
Analog >
Pin Context Assignement ARM Cortex-M7
Timers >
GPIO output level Low
Connectivity >
GPIO mode Output Push Pull
Multimedia >
GPIO Pull-up/Pull-down No pull-up and no pull-down TFBGA240 +25 (Top view)
Security >
Maximum output speed Low
Computing > — Q - - m J ! — Q‘
/ Q ¢ PD13
e § User Label (CYBSP_BT_POWER = = 0 = [ *] *
B *
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9.10 Heap and stack configuration

Configure Heap and Stack size required for the example app.

[ STM32CubeMX wifi_scan.ioc: STM32H747XIHx STM32H7471-DISCO

stz File Window Help ) n [ " 4

wifi_scan.ioc - Project Manager

O X

Pinout & Configuration Clock Confi 1 ol Project Manager

Project g
Project Name
ifi_sca |

Cstm3ZM0jects \

Dual Core Boot Mode
[Both CPUS boating at once |

Application Structure

‘ud.anced | [ Do not generate the main()

Code Generator
Toolchain Folder Location

[cAstm32_projectsiwifi_scant

Toolchain / IDE

STM32CubelDE v [0 Generate Under Root

¢ Linker Setting

Minimum Heap Size 0x8000
Minimum Stack Size 0x400 *

Advanced Settings

(Mcu and Firmware Packag

Mcu Reference
[STM32H747XIHx |

Firmware Package Name and Version
[5TM32Cube FW_H7 v18.0 |

9.11 Generating code

1. Afterclicking Generate Code, copy the following files from existing examples provided along with the pack:
e cybsp.h
e l|wipopts.h
Location of these files in the pack:

STM32Cube\Repository\Packs\Infineon\Connectivity-STM32\1.8.0\Projects\STM32H747I-
DISCO\Applications\wifi_scan\Core\Inc

2. Add the following to the FreeRTOSConfig.h file:

/* Enable using CY HAL for rtos-abstraction */
#define CY USING HAL

3. Update the following fields in the cybsp.h file to match the configurations done in the Configuring Control
pins section

/** These names are explicitly referenced in the support libraries */

#define CYBSP WIFI WL REG ON * ko
#define CYBSP WIFI HOST WAKE * ko
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10 Create a new project for non-H7 MCU boards

This section explains how to create new example project for any non-H7 MCU boards using the expansion pack.

10.1 Creating a project

1. Startcreating a project via the Access to Board Selector option.

[ STM32CubeMX Untitled X

- o
stmzo W File Window Help 10 n [ > I 4 —}q ‘y,

CubeMX

Existing Projects New Project Manage software installations

pecartopensd Btofects Check for STM32CubeMX ..

CHECK FOR UPDATES

I need to :

Other Projects

R

Start My project from MCU

ACCESS TO MCU SELECTOR Install or remove embedde...

INSTALL / REMOVE
Start My project from ST Board

o ACCESS TO BOARD SELECTOR

e
oo
[ >

‘spplication tooks

Start My project from Example

ACCESS TO EXAMPLE SELECTOR

& About STM32 § External Tools

2. Select aboard like STM32L4R91-DISCO

e Enter/select the board number (STM32L4R9I-DISCO) and click on your selected board.
e Select Start Project.

©

Board Filters
o E\ B o Features  Large Picturs Docs & Resources [ patasheet [ Buy I 5> start Project I

. x STM32L4+ Series
PV T TP STMicroelectronics STM32L4R9I Discovery Kit Board
>

\endor Support and Examples

Part Number : 32L4R9IDISCOVERY Unit Price (USS) : 89.0
Type > Active Commercial Part Number
Product s in mass production ~ STM32L4R9I-DISCO Mounted Device : STM32L4R9AIIX

MCU/MPU Series

e
Other N 32L4R9IDISCOVERY
Discovery kitis a
complete demonstration
Peripheral > and development

platform for
STMicroelectronics
Am® Cortex®-ma
core-based

B STM32L4ROAI
microcontroller.
Leveraging the
innovative
ultra-low-power oriented
features, 640 Kbytes of
embedded RAM,

Boards List: 1 item ¢t Export

[~ [ owniow  xcommeroarpar.. | Type _ X|Marketing stat ] unitprice 455) X[Mountea Device]

e v ﬂ STM32L4R9I-DISCO Discovery Kit Active 89.0
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3. Select Software Components from the AIROC™ Wi-Fi/Bluetooth® STM32 Expansion Pack

e Select the Pinout & Configuration tab.

e Select Software Packs > Select Components. This will show a list of the installed packs and their
contents.

o Platform/device is selected as CYW43438 for reference along with other components required for the
Wi-Fi Example.

e Enable Software components as required for the Wi-Fi Example.
e Referto Enable Software components from the AIROC™ Wi-Fi/Bluetooth® STM32 Expansion Pack.

10.2 FreeRTOS configuration

Follow same steps as mentioned in FreeRTOS Configuration.

10.3 Other configurations

1. Configure SDMMC (refer to SDIO).
2. Configure Control Pins (refer to Control Pins).

3. Configure Heap and Stack size (refer to Heap and Stack Configuration).

10.4 Changes required in PAL library

By default, Expansion pack supports only H7 MCU variant. The following changes are required to support other
MCU variants.

1. stm32_cyhal_common.h
(Middlewares\Third_Party\Infineon_Wireless_Infineon\pal\targets\TARGET_STM32\Inc) folder

#elif defined (STM32L4R9xx)
#define TARGET STM32L4xx

#elif defined (TARGET_STM32L4XX)
#include "stm3214xx.h"
#include "stm3214xx hal.h"
#include "stm3214xx hal def.h"

2. stm32_cyhal_sdio_ex.h

e Define STM32_RCC_PERIPHCLK_SDMMC based in the SDMMC* type supported by MCU variant.

e Forl4,itis RCC_PERIPHCLK_SDMMCI1:
#elif defined (TARGET STM32L4xx)
/* RCC clock for SDMMC */
#define STM32 RCC PERIPHCLK SDMMC RCC PERIPHCLK SDMMC1
3. stm32_cyhal_gpio.c

Define "exti_table" based on the IRQn_Type defined in the stm3214r9xx.h.

10.5 Changes required in main.c
To enable SDMMC to work with Wi-Fi connectivity device:

1. TheAPI call has to be added at initialization with appropriate handle passed in:

SD HandleTypeDef SDHandle = { .Instance = SDMMCI };
cy rslt t result = stm32 cypal wifi sdio init (&SDHandle) ;
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2. SDMMC Interrupt handler must be overwriting in application and call stm32_cyhal_sdio_irq_handler
function:

void SDMMC1 IRQHandler (void)
{

stm32 cyhal sdio_irg handler();
}

3. GPIO Interrupt handler must be overwriting in application and call stm32_cyhal_gpio_irq_handler function:

void HAL GPIO EXTI Callback (uintlé _t GPIO_ Pin)

{
stm32 cyhal gpio_ irg handler (GPIO_Pin);
}

10.6 DMA configuration

PAL Library is currently supporting SDIO CMD53 transfer using Internal DMA Registers in SDMMC. If the MCU
variant does not support IDMABASE, Use DMA Channels and Modify below functions to handle SDIO
Command 53.

o cyhal_sdio_bulk_transfer

o stm32_cyhal_sdio_irg_handler

10.7 OctoSPI configuration
STM32L4R9I-DISCO has external flash memory available and can be used for placing the Wi-Fi Firmware.

1. Linker script (*.1d) change to address external memory:

OSPI (rx) : ORIGIN = 0x90000000, LENGTH = 131072K

2. Add Linker script with section name defining where WiFi Firmware needs to be placed:

.whd fw :

{

__whd fw start = .;
KEEP (* (.whd_fw))
__whd fw end = .;

} > OSPI

3. Add Preprocessor macro name:

CY STORAGE WIFI DATA=".whd fw"
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11 Miscellaneous Information

11.1 Muli-Core MCU: STM32H7471-DISCO

Some MCUs (e.g. STM32H7) have multiples cores: Cortex-M7(CM7) and Cortex-M4(CM4). Although a Wi-
Fi/Bluetooth® application uses only the CM7, please make sure to build and flash the CM4 application at the
very beginning. ST Micro pre-installs demo applications on both CM7 and CM4. So, if you flash only the CM7
application, your CM7 Wi-Fi application and pre-installed CM4 demo application access to SDIO bus and Wi-Fi
application will not work correctly.

() Project Explorer X - S i = 08
v wifi_bt_tester
= Drivers
> ThreadSafe
wifi_bt_tester_ CM4 (in CM4)
wifi_bt_tester CM7 (in CM7
& wifi_bt_testerioc
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12

Known issues, limitations, and workarounds.

This section lists the known issues/limitations of this release:

Problem

Component

Workaround

AP and STA Concurrent Mode does
not work properly on different
bands

wifi-host-driver

None. This will be addressed in a future release.

BLE is not supported on CYW43022,
CYW55500, CYW55572 devices.

btstack-integration
(CYW43022, CYW55500,
CYW55572)

None. BT FW for CYW43022, CYW55500, CYW55572
devices will be added in a future release.

STM32U5 + CYW43012 is not able to
join to WPA3 network.

wifi-host-driver, wpa3-
external-supplicant

None. This will be addressed in a future release.

STM32L5 is not functional with
CYW55500 device.

wifi-host-driver
(CYW55500)

None. This will be addressed in a future release.

Sometimes, STM32 detects UART
"Frame error" during the
Bluetooth® LE communication (with
CYW43012), which causes the
Bluetooth® LE functionality to stop.

btstack-integration
(CYW43012 BT FW)

Register a User UART Error Callback (by using
HAL_UART_RegisterCallback function) with
implementing the Bluetooth® LE or System reset.

STM32CubelDE returns the linkage
error "undefined reference to
_nx_nd_cache***" when IPv6 is
enabled in the NetxDuo
configuration.

STM32CubeMx/
STM32CubelDE

Manually add nx_nd_cache_***.c files from the MCU
pack (e.g STM32Cube_FW_U5_V1.1.1\Middlewares\
ST\netxduo\common\src) to the project workspace.

STM32CubeMx does not remove
sources/includes of the PDSC
component from the project
workspace
(STM32Cubelde/EWARM), when
another variant of this component
is disabled or changed. It causes a
build error when two versions of
one component are added to the
project (e.g. device CYW43012 and
CYW4373)

STM32CubeMx/
STM32CubelDE

Option 1:
Manually remove files/includes of the previous
component variant from the project workspace.

Option 2:

Remove the project workspace folder and generate a
project from STM32CubeMx again. Be careful with the
custom linker script - it may be missing after removing
the project folder.

STM32CubelDE does not include
source files of modified device
component for wifi_bt_tester project
(i.e. if CYW4343W is selected instead
of CYW43012 in device dropdown
during Code Generate in
STM32CubeMX)

STM32CubeMx/
STM32CubelDE

This can be fixed by modifying the project to "C" instead
of C++in STM32CubelDE before Generating the project.
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Date Version Description

2021-03-25 > Initial release.

2022-11-14 *A Updated from version 1.1.0 to version 1.2.0.

2022-12-22 *B Updated from version 1.2.0 to version 1.3.0.

2023-07-14 *C Updated to version 1.5.0.

2023-08-29 *D Updated to version 1.5.1.

2024-03-18 *E Updated to version 1.6.0.

2024-04-12 *F Added reference to AIROC™ CYW5553x device.

2024-08-12 *G Updated to version 1.6.1; updated a few component versions

2024-11-15 *H Updated to version 1.7.0; added section 7.4.7.

2025-11-11 | ;J::j:l;;?ed to version 1.8.0; updated a few component versions, and added sections 6
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of intellectual property rights of any third party.
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customer’s applications.
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